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Highlights

Duration

4 hours

Prerequisites

Students taking this course should 
have a working knowledge of 
Windows operating systems, 
system administration, and network 
technologies. Basic understanding 
of computer security, command line 
syntax, malware/anti-malware, virus/
anti-virus, and web technologies 
is recommended. Prior experience 
or working knowledge of ePolicy 
Orchestrator is also required.

How to Register

This course is available for purchase 
at https://trellix-training.netexam.
com.

Introduction

This course bundle provides an in-depth introduction to the tasks 
required to install, deploy, and manage Trellix Application and Change 
Control (TACC). Application and Change Control is made up of three 
components; Application Control, Change Control, and Integrity 
Monitor. Application Control uses dynamic allowlisting to make sure 
that only trusted applications run on devices, servers, and desktops.  
Change Control allows you to monitor and prevent changes to the file 
system, registry, and user accounts.  Integrity Monitor provides real-
time monitoring and identifies transient change violations. This course 
bundle is designed as a practical starting point for someone who is 
new to supporting TACC.

Learning Objectives

After completing this course, learners should be able to:

	� Describe the Application and Change Control solution and 
components.

	� Plan an Application and Change Control deployment.

	� Install and deploy Application and Change Control.

	� Configure Application Control rule groups, Change Control rule 
groups, and Integrity Monitoring rule groups.

	� Configure Application Control policies on ePolicy Orchestrator.

	� Design the Application Control Trust Model.

	� Use Application Control Inventory mode.

	� Enable and Configure Change Control.

	� Configure Integrity Monitoring policies.

	� Use the Application and Change Control dashboards and reports.

	� Perform basic system troubleshooting tasks.
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	� Use the Application and Change Control Command Line Interfaces 
to perform system tasks.

	� Use recommended best practices with Application and Change 
Control.

Course Outline

1.	 Introduction

	� Course Introduction

	� Application and Change 
Control Overview

	� Course Summary

	� Course Exam

2.	 Deployment

	� Course Introduction

	� Planning an Application 
and Change Control 
deployment

	� Install and Deploy 
Application and Change 
Control

	� Course Summary

	� Course Exam

3.	 Configuration

	� Course Introduction

	� Application and Change 
Control Rules and Rule 
Groups

	� Application and Change 
Control Policies

	� Trust Model and Protected 
Files

	� Application Control 
Inventory

	� Change Control

	� Integrity Monitoring

	� Course Summary

	� Course Exam

4.	 Management

	� Course Introduction

	� Dashboards and Reporting

	� Troubleshooting

	� CLI Administration and 
Recommended Practices

	� Course Summary

	� Course Exam

Who Should Attend

This course is intended for system and network administrators, security personnel, auditors, and/or 
consultants concerned with system endpoint security.


