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Drive Encryption Administration
Instructor-Led Training

7/ Highlights Trellix Drive Encryption is a full disk encryption software that helps
protect data on Microsoft Windows, tablets, laptops, and desktop
PCs to prevent the loss of sensitive data, especially from lost or stolen
4-days equipment. This course provides an in-depth introduction to the tasks
crucial to set up and administer Drive Encryption.

Duration

Prerequisites

Students taking this course should

have a working knowledge of Microsoft H H H
Windows System administration, in- Lea rni ng O bJeCtlves
depth knowledge of using the Registry
and use of Windows CLI commmands.
Prior experience using ePolicy
Orchestrator is also required.

After completing this course, learners should be able to:

= Plan the deployment

= Install Drive Encryption software and perform an offline

. installation
How to Register . . . . . o
= Configure Active Directory, Drive Encryption users and policies
This course is available for purchase at
https://trellix-training.netexam.com. + Use DETech Recovery Tool

Private sessions are available. = Manage recovery options in Drive Encryption

For further details and pricing, = Use Endpoint Assistant with Drive Encryption

lease contact your Trellix account . . . .
P . Y = Execute Drive Encryption queries and reporting
representative.

= Carry out basic troubleshooting for Drive Encryption
Instructor-led sessions are typically

a blend of lecture and hands-on lab = Configure File and Removeable Media Protection with
activities. To view our full course Drive Encryption
catalog, please visit httpsi/trellix- « Uninstall and/or upgrade Drive Encryption software

training.netexam.com.
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Who Should Attend

This course is intended for system and network administrators, security personnel, auditors, and/or
consultants concerned with system endpoint security, disk protection, and encryption.

Course Outline

Day 1
= Welcome
= ePO Overview
= Trellix Agent
= Drive Encryption (DE) Planning
= Encryption Technologies
= Drive Encryption (DE) Overview

= Extensions and Packages

Day 2

Active Directory Configuration
= DE Users
DE Policies

Deployment Methods

Deploy DE Software

= DE Permission Sets

Visit Trellix.com to learn more.

Trelll)\ About Trellix

Day 3
= Troubleshooting DE
= Drive Recovery
= Scripting
= Password Recovery Tools
» DE Dashboards and Queries
= DE Offline Activation

Day 4
= Upgrading DE Software
= Deactivate and Uninstall DE

» File and Removable Media Protection

Trellix is a global company redefining the future of cybersecurity and soulful work. The company’s open and native extended detection
and response (XDR) platform helps organizations confronted by today’s most advanced threats gain confidence in the protection and
resilience of their operations. Trellix, along with an extensive partner ecosystem, accelerates technology innovation through machine
learning and automation to empower over 40,000 business and government customers with living security. More at https://trellix.com.
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