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Network Detection and Response
(NDR) Administration

Instructor-Led Training

7/ Highlights Introduction
Duration This one-day hands-on course focuses on configuring and
1day administering NDR systems, specifically Network Investigator and

Packet Capture. Participants will engage in practical labs to integrate

Prerequisites existing Trellix sensors, such as Network Security and Intrusion
A working understanding of the Prevention System, into the NDR environment. The course provides an
command line interface (CLI) and overview of each appliance, their standard network deployments, and
the Linux Operating system, and how they function within the NDR system alongside the sensors.

familiarity with network security.
Lab exercises are included in this course.

How to Register
Public sessions are listed at https.// Lea rning Objectives

trellix-training.netexam.com.

After completing this course, learners should be able to:
Private sessions are available.

For further details and pricing, = Provide an overview of the NDR sensors that integrate with the
please contact your Trellix account Trellix NDR-enabled Network Investigator system.

representative.
= Integrate NDR sensors including Network Security and Intrusion

Instructor-led sessions are typically Prevention System with Network Investigator for export of

a blend of lecture and hands-on metadata, flow, and alerts.

lab activities. To view our full course

catalog, please visit https://trellix- = Configure and integrate Trellix Packet Capture with Network
training.netexam.com. Investigator for packet capture retrieval.

= Enable NDR machine learning (ML) detection modules.

= Describe other NDR features and integrations including Asset
Discovery and Trellix Logon Collector.

= lllustrate the typical deployment of Packet Capture and Network
Investigator in the context of other Trellix systems.

= Access the various administration interfaces for Packet Capture
and Network Investigator.

= Perform primary management and administration tasks for Packet
Capture and Network Investigator.


https://trellix-training.netexam.com/
https://trellix-training.netexam.com/
https://trellix-training.netexam.com/
https://trellix-training.netexam.com/

Who Should Attend

Network security professionals who administer and operate Trellix Network Investigator and Packet
Capture and integrate Intrusion Prevention System, and Network Security as NDR sensors along with
other Trellix technologies.
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Trellix is a global company redefining the future of cybersecurity and soulful work. The company’s open and native extended detection and

response (XDR) platform helps organizations confronted by today's most advanced threats gain confidence in the protection and resilience
of their operations. Trellix, along with an extensive partner ecosystem, accelerates technology innovation through machine learning and
automation to empower over 40,000 business and government customers with living security. More at https://trellix.com.
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