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Highlights
Stop Data Leakage

= Protect endpoints from
accidental and intentional
sensitive data leaks.

Demonstrate Compliance

= Apply out-of-the-box
policies aligned to commmon
compliance frameworks;
report, audit, and conduct
forensics as needed.

Educate Users

= Monitor and/or block users
who attempt to violate
data-sharing policies with
customizable pop-up
notifications and justification
requests.

Centralize Management

= Deploy, administer policies,
and produce reporting
for Windows and macOS
endpoints in a single console
available on-premises or
via SaaSs.

Trellix Data Loss Prevention
Endpoint Complete

Stop Data Exfiltration From Endpoints

Workstations and laptops are among the most vulnerable points in

an organization's technology infrastructure. From accidental errors to
malicious attacks, if sensitive and proprietary data is compromised the
impact on an enterprise can be devastating. Trellix Data Loss Prevention
Endpoint Complete enables organizations to monitor and block
unsanctioned activities to prevent data leaks, as well as, prohibit risky
user behavior such as introducing unauthorized devices to the network
and visiting dangerous URLs on their Windows or masOS devices.

Data Discovery and Classification

Find and classify data with standard rules (Personal Information,
Personal Health Information, Payment Card Information, etc) and
add custom rules for intellectual property. Discover data stored in
files, folders, and on the device's drives.

Real-time Monitoring and Event Detection

Protect sensitive data from unauthorized transfer, duplication,
and printing, and get real-time reports on data events. Implement
our APl integration with your existing incident management

tools to streamline event management or remediate events in

a central console.

Device Control
Block unauthorized devices from installing software or connecting

with endpoints. Monitor and block risky content, plus filter
unapproved URLs.
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| Browser Protection

Data Breaches Stop sensitive data loss over the most popular browsers —

1
Know the Numbers Chrome, Edge, Firefox, and Safari. Monitor or block file uploads,
= 68% of breaches in 2023 copy/paste into web pages, and print from web applications based
included a human element on settings. Seamless APl integration with Chrome Enterprise is

= 35% of breaches were the also available.

result of an insider threat . .
Email Protection

= 90% of malicious insiders were

financially motivated Protect sensitive information shared over email including

= One-third of data breaches monitoring/blocking message file attachments, monitoring of
compromised confidential meta tags, options for file encryption, and blocking other risky
information activities over email.

= Personal information was the
top category of information
compromised in breaches
where confidential information
was leaked

Trellix Data Loss Prevention Endpoint Complete is available individually
or as part of our Data Security product suites. To learn more about Trellix
Data Loss Prevention, please visit https:/Awvww.trellix.com/products/dip/.
To learn more about Trellix Data Security Suites, please visit https:/Avww.
trellixcom/products/data-security-suites/.

1. 2024 Verizon Data Breach Investigations Report
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