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Key Benefits

Scale advanced protection
across any size environment,
manage multiple operating
systems, and address unique
use cases.

Protect what matters to your
organization with discovery and
classification across 400+ file
types and exact data matching
to limit false positives.

Block exfiltration attempts while
quickly and effectively managing
incidents from end-to-end.

Secure sensitive data for users
on the go or at their workstations
with encryption at the device
and file level.

Defend your databases and the
sensitive information they contain
while optimizing performance
and closing security gaps.

Streamline compliance activities
with robust reporting, auditing,
and forensics capabilities.

Flexible deployment with Saas,
on-premises, or hybrid delivery
options, based on the needs of
your enterprise.

Trellix Data Security Suites

Protect the data lifecycle

With Trellix Data Security Suites, you're able to address your most
pressing data security challenges:

Insider Risk: Nearly three-quarters of all breaches result from an
accidental or intentional human threat. Insider risks can result from
careless information handling, misconfigurations, or malicious intent
—making it difficult to pinpoint — especially without hindering user
productivity.

Ensuring Compliance: Organizations, especially in highly regulated
industries, face a myriad of ever-changing laws and regulations while
governance, risk, and compliance tasks are often highly manual, time-
consuming, and critical to prevent penalties for non-compliance.

Expanding Information Footprint: Organizations lack visibility into the
expanding amounts of sensitive and proprietary information stored
across endpoints, networks, databases, via email and web, and into

the cloud; while protecting information at the file level becomes more
critical.

Trellix Data Security Suites: Featured Offerings

Data Loss Prevention Suite

The Data Loss Prevention (DLP) Suite protects sensitive and
proprietary data across endpoints, email, web browsers, networks,
and into the cloud. The suite adds vast data discovery capabilities,
stops data exfiltration across common threat vectors, and educates
users on data-sharing policies. It aligns with regulatory standards for
easy compliance. An add-on for Network and Endpoint DLP, Optical
Character Recognition (OCR) Suite, extends protection across images,
PDFs, and scanned document files. As well, get comprehensive cloud
data security through one of our integrated products or our seamless
collaborative partnerships.
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An add-on for Network and Endpoint DLP, Optical Character Recognition (OCR) Suite, extends protection across images, PDFs, and scanned document files. As well, get comprehensive cloud data security through one of our integrated products or our seamless collaborative partnerships.
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Data Security Endpoint Protection Suite

With the Data Security Endpoint Protection Suite, safeguard data

on workstations, laptops, removable media, and file storage, while
expediting and simplifying compliance activities like reporting

to avoid penalties and fines. Enable users to work safely from any
location, share files within teams or departments, meet expectations
for separation of duties, and support multiple OS environments.
Easily apply DLP policies to encrypt data at the file level and get self-
extracting email encryption protection for attachments. Extend
visibility and security across non-text files with the OCR for Endpoint
add-on.

Database Security

Database Security offers comprehensive activity monitoring to detect
and address data events, vulnerability management to find and
guide remediation of security gaps, and virtual patching to keep your
databases updated with little to no downtime, even when patches
are unavailable. Available as a single offering or as an add-on to the
Data Security Suite, Database Security helps you meet global
compliance mandates and automate manual tasks for leading
database types.

Data Security Suite

The Data Security Suite offers comprehensive discovery, visibility, and
control across the top threat vectors throughout the data lifecycle.
Protect sensitive and proprietary information across endpoints, email,
web, and network storage, as well as safeguard device and file data.
Get centralized management, robust compliance reporting, and user
coaching. Receive the OCR Suite (for Network and Endpoint DLP) at
no extra cost to extend protection across images, PDFs, and scanned
document files. In addition, our integrated products and seamless
collaborative partnerships deliver comprehensive

cloud security.

Trellix Data Security Suites
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Package What it includes

Trellix Data Loss
Prevention Suite

All Data Loss Prevention
products

Trellix Data
Encryption Suite

All Data Encryption
products

Trellix Data Security
Endpoint
Protection Suite

Data Loss Prevention Endpoint
Complete and
all Data Encryption products

Trellix Data Security
Network Suite

Trellix DLP Network Prevent,
Trellix DLP Network Monitor,
and Trellix DLP Discover

Trellix Database
Security

One comprehensive offering
to find, secure, and optimize

databases and their sensitive
information.

Trellix Data Security
Suite

All DLP and Encryption
products
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Trellix Database
Security Add-on for
Data Security Suite

Add Database
Security to our
Data Security Suite
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To learn more about Trellix Data Security Suites, please visit
https://www.trellix.com/products/data-security-suites/.
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