
Trellix Endpoint Detection and Response (EDR) achieved Impact 
Level 5 (IL5) High Provisional Authorization (PA) from the U.S. 
Department of Defense (DoD). The IL5 designation confirms that 
the AI-powered Trellix security platform is ready to secure the 
DoD’s most sensitive unclassified data. 

As cyber threats against government entities and public sector 
organizations intensify, protecting mission-critical systems has 
become urgent. The Trellix Advanced Research Center observed 
a staggering 676% increase in government-targeted threats 
between Q2 and Q3 of 2024.  

What is IL5? 
IL5 is a certification granted by the DoD, enabling cloud service 
providers to store and process some of the department’s most 
sensitive controlled unclassified information (CUI), mission-
critical information (MCI), and national security systems (NSS).  
As a part of the DoD’s comprehensive security categorization, 
IL5 reflects the demanding high standards required to host and 
manage critical data. 

The importance of IL5  
Government agencies and other organizations can rely on this 
certification to access trusted, cloud-hosted EDR technology, 
enabling advanced endpoint detection and response 
capabilities across their operations.

IL5 certification builds on Trellix’s longstanding commitment 
to security. 
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“The DoD has long recognized 
the benefits of versatile cloud 
computing and the need to 
implement a solid security 
foundation built on scalable 
endpoint security.”

“With Trellix EDR, the DoD has 
access to comprehensive and 
adaptive security to discover 
malicious activity that has 
evaded protection systems, from 
ransomware to sophisticated 
attackers looking to exfiltrate data 
or conduct espionage.”

- Ken Kartsen, SVP and General 
Manager, Public Sector, Trellix
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Stringent Security Standards
Continuous monitoring, advanced access controls, robust data encryption, and 
strict physical security protocols exceed the highest federal standards. 

Trusted by the DoD
Certified to handle mission-critical information, CUI, and NSS data. 

Protecting the Public Sector and Beyond
IL 5 compliance assures non-government organizations that data is secure and 
meets the highest standards. 

Simplified Compliance
Global organizations can rely on the DoD’s rigorous evaluations as a benchmark 
for their own requirements. 

Securing Federal Partnerships
Provides robust security and compliance to support federal partnerships across 
sectors like utilities, critical infrastructure, and more.

Trellix Protects Your Organization
With IL 5 certification, Trellix demonstrates a steadfast commitment to securing 
mission-critical systems across government and private sectors to defend against 
an evolving threat landscape. This achievement underscores that robust, scalable, 
and adaptive security measures are no longer optional—they are a necessity for 
resilience in today’s interconnected world.

To learn more about Trellix’s Public Sector Solutions, visit: 
https://www.trellix.com/solutions/public-sector/.
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