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Before We Begin

Please mute or 
turn off your 

smartphones and 
other electronic 

devices to 
minimize 

distractions during 
the presentation.

Silence Your 
Devices

Restrooms are 
located before 
the reception 
on your right.

Restrooms

Familiarize yourself with 
the nearest emergency 
exits, located just before 

the reception on your left. 
In case of an emergency, 
follow the exit signs and 
proceed calmly to the 

nearest exit.

Emergency 
Exits

We will have a 
Q&A session at 
the end of the 
presentation. 
Please save 

your questions 
until then.

Q&A

The session is 
expected to last 
approximately
3 hours with no 

breaks.

Session 
Schedule

Please pay attention to the following items…

Use the following WIFI:
         SID: Sheraton_Conference
         Password: trellix
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EMEA Partner Tech Summit 2023
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Product Line 
Pitching
Endpoint Security



Endpoint Security is a foundation
Reduce SOC workloads and improve effectiveness

Support all your 
Endpoints in 

complex 
environment

Pro-actively protect 
against sophisticated 

threats, like 
Ransomware

Effective and 
accurate alerts & 
incidents triage 

and prioritization

Immediate response, 
root cause 

understanding, 
and remediation



Endpoints are Constantly Under Attack

54%
Organizations 

reported 
ransomware 

blocked access to 
systems / data*

21days

Average attacker 
dwell time before 

being discovered**

35%
Security analysts 
who say alerts are 
ignored when the 

queue is full***

43%
Organizations hit 
by ransomware 

were hit more than 
once****

* Future Enterprise Resiliency & Spending Survey - Wave 11, IDC, December 2021 
** Infosecurity magazine
*** IDC Survey 2021
**** 2022 Third-party breach report, Black Kite

Ransomware Gaps in visibility Ignored Alerts Reoccurring Attacks 



Endpoint Security Requirements
are changing

Act before, during 
and after the attack
Endpoint solutions need to cover 
protection, detection and response 
and be effective before, during and 

after the attack

Expanding Attack 
Surface
Increasingly sophisticated threats, more 
endpoints constantly under attack 

SOC is highly 
impacted
Increasing workloads due to alerts 
and incidents deluge leads to inability
to respond fast enough

Modern
Endpoint
Solution

Learn + Adapt

Manage
P

ro
tect

Dete

ct

Investigate

R
es

p
on

d



You Need a Comprehensive Solution

What if you 
could have a 
solution that…

Simplifies & Improves Endpoint 
Alerts Triage, Investigation, and 
Response

Minimizes Impact from 
Endpoint Incidents & Threat 
Campaigns

Optimizes Protection on all 
Endpoints Proactively



Trellix Endpoint Security Products

Malware Protection

Trellix Endpoint 
Security (ENS)

Endpoint Forensics

Trellix Endpoint 
Security (HX)

Deny/Allow Lists

Trellix Application and 
Change Control

Protecting the Data

Trellix Host Data 
Loss Prevention

Protecting the device

Trellix Desktop 
Encryption

Threat Mitigation

Trellix EDR

Protecting the mobile device

Trellix Mobile 
Security



Foundational Endpoint Security

Manage Protect Detect Investigate Respond

Visibility & Control over the full life cycle of all your Endpoints

BEFORE
ATTACK

DURING
ATTACK

AFTER
ATTACK



BEFORE
THE ATTACK

Machine Learning and 
Advanced Remediation

Real Protect Static 
(Pre-Execution)

Detect malware based on pre-execution static 
binary analysis using machine learning and 
comparison to known malware attributes

Real Protect Dynamic 
(Post-Execution)

Detect dynamic behavior of Greyware on the 
endpoint, compare to known malware behaviors 
for a match via behavioral cloud-based machine 

learning

Block zero-day malware before it executes with static analysis machine 
learning and dynamic behavioral cloud based machine learning

Pre-and Post Execution is critical to maximize your detection capabilities.

Real Protect



BEFORE
THE ATTACK

Tuning Exploit Protection Policy: 

• Includes Many Rules covering MITRE

• Enable with “Report” first

• Granular Exclusions possible 

Exclude 
User /Group ID

File/Hash

Process /Signer

Signatures !!

Countermeasures for entry vector threats
https://kcm.trellix.com/corporate/index?page=content&id=KB91836

Optimize Endpoint Security Posture
– Exploit Protection

https://kcm.trellix.com/corporate/index?page=content&id=KB91836


BEFORE
THE ATTACK

Optimize Endpoint Security Posture 
– Expert Rules

Expert Rules GitHub Repository - https://github.com/mcafee-enterprise/ExpertRules

Extensible Detection and Protection:

• Expert Rules 

• MITRE Mapping

• Sources: 
Insights Recommendations,

• KBs

• GitHub

https://github.com/mcafee-enterprise/ExpertRules


BEFORE
THE ATTACK

Optimize Endpoint 
Security Posture

Protection against entry vector Threats (KB91836)

Countermeasures for entry vector threats
https://kcm.trellix.com/corporate/index?page=content&id=KB91836

Trellix Insights

https://kcm.trellix.com/corporate/index?page=content&id=KB91836


BEFORE
THE ATTACK

Optimize Endpoint 
Security Posture

2. Recommendations: 
five actions to improve 
Zero-day protection

1. Visibility: 
Zero-day protection not 
enabled

3. Action: 
jump to Policy Catalog



BEFORE
THE ATTACK

Determine Potential 
Impact

• Proactive Search
• Realtime queries from Insights to EDR
• Identify devices on risk



BEFORE
THE ATTACK

Dormant Threats

• Proactive 
Search

• Realtime 
queries from 
Insights to EDR

• Identify devices 
on risk



BEFORE
THE ATTACK

Trellix Insights 
- MITRE Explorer



BEFORE
THE ATTACK

Post-execution

Allow/Block-listing (Hash + Cert)

Signature Detection

Global Threat Intelligence

TIE (Hash + Cert) > ATD

Static Machine Learning
Pre-execution

Threat PreventionProactive Attack
Surface Reduction

Web Control

Host Firewall

Device
Control

Application
Control

Insights Threat
Intelligence & 
Security Posture

App  Containment

Dynamic Machine 
Learning

Exploit Prevention

Access Protection

Proactive protection against sophisticated 
threats, like Ransomware

SE Labs 100% 
Detections

0% False Positives



DURING
THE ATTACK

EDR 
– Detect hidden threats

Immediate Actions

• Quarantine

• Kill Process

• Delete File

EDR

• Highly Aggregated and Prioritized Threats

• Combining EDR Detection and ENS Threats

• MITRE Mapping



DURING
THE ATTACK

Optimize Alert Triage with AI-
guided Investigations 

3. 
Graphical view of step 2 results to guide 
the analyst to get further details

2. 
Trellix automatically 
provides answers to the 
SOC analysts

1. 
2,000 artifacts analyzed, 
narrowed down to 252 key 
and 8 findings



DURING
THE ATTACK

Effective endpoint alert 
triage and prioritization

Simpler investigation 
workflows

Visibility

Response Investigation

Detection

Trellix Insights 
Threat Intelligence

• Broad Visibility

• Flexible Retention

• Always-on data collection

• File and Fileless threats

• MITRE framework driven 
detection and mapping

• Data Visualization & Search

• Robust Response

• Force-multiply expertise 
with AI

• Automatic Alert Triage



AFTER
THE ATTACK

Alert Timeline and Triage 
Viewer

• Show timeline of alerts

• Simplifies investigation

• Filters results based on 
selection 

• Red Dot shows 
indicator trigger

• Full triage download for 
deeper analysis



AFTER
THE ATTACK

Data Acquisitions



AFTER
THE ATTACK

Logon Tracker
- Lateral Movement Detection

• Analysis typically 
starts with a clue 
(an account or a 
host)

• Essential to gather 
historical logon 
data

• Account, host, and 
logon metadata 
speeds up analysis



AFTER
THE ATTACK

Host Remediation 
– Remote Shell

• Remote 
Console

• Audited

• Kill processes

• Remove Files

• Scriptable



AFTER
THE ATTACK

Rapid response capabilities 
to contain attacks

Root cause
understanding, 
and remediation

Investigation Response

Enterprise
Search

Forensic 
Acquisition 

Attack Summary 
and Audit Viewer

Quick
Containment

Scalability

Off Network 
Investigation



AFTER
THE ATTACK

Windows Event Log 
Forwarding



During the attack After the attack

Visibility & Control over the full life cycle of all your Endpoints

Manage Protect Detect Investigate Respond

Before the attack

Detect Investigate RespondProtectManage

Trellix Endpoint Security Solution



An Endpoint Security 
Powerhouse

A
tt

a
ck

During
EDR

Detect
AI/ML 

Detections

Realtime and 
Historical 
Hunting

AI Guided 
Investigations

Threat 
Intelligence 

powered 
Detections

Before
ENS

Prevent
File-based & 
Behavioral
protection

Unique 
Intelligence 

Sharing Fabric

Rollback 
Remediation

Customizable 
Signatures

Sandbox 
integration

After
Forensics

Respond
Data 

Acquisition

File
Acquisition

Host 
Remediation / 

Console

Optimize all your Endpoints Protection

• Manage at Enterprise Scale, on-prem & cloud

• Desktop, Servers & Fixed functions devices

• Proactively Protect against sophisticated threats

Simplify & Improve Triage, Investigation & Response

• High Fidelity Endpoint Alerts and Telemetry

• AI Guided Investigations

Minimize Impact

• Real-Time Blocking and Containment at Scale

• Endpoint Forensic & Root Cause Analysis



Endpoints are foundational to 
cybersecurity
… And we offer a
fully-featured
solution

A Foundation

Before, During 
& After the Attack

Modern & 
Comprehensive

Endpoint security is 
foundational to every 

organization’s security 
program

Customers need 
capabilities before, during, 

and after attacks to 
protect their endpoint 

attack surface

A Proven endpoint 
security platform that 
secures organizations' 

endpoint estate and 
minimize costs and 

risks 



Trellix Endpoint
New SKU for Comprehensive Endpoint Coverage

New SKU
(TRXE -

March 2023)
Rich Protection

Investigation 
& Response

Adv. 
Forensics

Threat 
Intelligence
Prioritization

Threat Response 
at Scale

Attack 
Surface 

Reduction

Component ENS EDR Forensics Insights TIE
App/Device 

Control

SaaS and On-prem Mgmt

Trellix 
Endpoint X X X X X X



Endpoin
t

Networ
k

Data 
Protection

Cloud

3rd Party

Threat Intelligence

1 
Billion 
Threat 

Sensors

Insights
+

Email
Sandbox

Enrichment

Disabling AD 
Account

Quarantine 
Endpoint

Host

Quarantine 
Cloud

Instance

ServiceNow 
Ticket

Automated 
Responses and 
Playbooks

Security 
Tools

Trellix 
XDR Platform



Use Cases
Endpoint Security



Key Use Cases

Complex Endpoint Attack Surface
Gaps in coverage and misconfigurations can lead to increasing cost 
and risk of attacker dwell time and costly incidents
Ransomware attacks cause damage
Ransomware quickly blocks access to systems and data causing 
impact to users and organizations
Inefficient Endpoint Alert Triage
Noisy alerting and false positives increases alert fatigue and the risk 
of critical alerts being ignored, leading to costly incidents.
Impactful Endpoint Incidents
Endpoint incidents must be contained, and scope and root cause 
must be understood to resolve and prevent incidents from 
reoccurring

Endpoints are a constant target for attackers

1

2

3

4



Who Cares?
Foundational Endpoint Security for Strategic Security Initiatives
Organization Profiles: Key Persona Concerns:

• Minimal resources dedicated to security
• SLAs and business uptime the priority
• Industries/geos with on-prem mandate
• Starting a SOC initiative

Low to Medium Maturity –
Manage and Protect Focus

High Maturity – Detect, Investigate, 
and Respond Focus

• Considers endpoints as fundamental to the SOC
• Seeking SOC excellence
• Striving for more proactive security posture

SOC Manager / Security Architect
Technical Buyer

• Daily successful execution
-  Deploy and Configure
-  Detect and Respond

SOC Analyst
Influencer

• Minimize Risk

• Minimize Cost

CISO
Economic Buyer

• Operational Efficiency
• Metrics: E.g.  MTTD, MTTR
• Staff Effectiveness



Complex Endpoint Attack Surface
Optimize Protection on Endpoints

• Broad endpoint coverage,on-prem and cloud 
management

• Enterprise management and automation at scale

• Security posture optimization with threat 
intelligence

CISO
Economic Buyer

Minimize cost and risk protecting endpoints in 
complex environments with consistent security 
baselines.

Trellix Promise Why Trellix?

Manage and protect the entire 
endpoint estate efficiently and effectively.

SOC Manager / Security Architect
Technical Buyer

1



Use Case: Complex Attack Surface
Optimize Protection

Scenario Result Solution

An organization isn’t aware 
of what protection controls 
have been configured in 
their endpoint estate. They 
haven’t enabled zero-day 
protection in ENS.

An organization is hit by 
ransomware and deals with 
costly impact due to 
insufficient security being 
enabled.

Trellix Insights shows 
security posture status and 
guides customers to where 
they can enable advanced 
protections  that are part of 
ENS.

1



Demo
Complex Attack Surface





Ransomware Attacks Cause Damage

TIE – Rapid Response Process Blocking

• Rapidly block new attacks across
endpoint estate with Threat Intelligence Exchange

• Ransomware Rollback

Solution: Rapid Response Process Blocking and Rollback

CISO
Economic Buyer

Minimize cost and risk from ransomware with 
advanced rapid response and rollback

Trellix Promise Why Trellix?

Quickly block new ransomware variants 
and avoid costly impact with automated 
remediation.

SOC Manager / Security Architect
Technical Buyer

2



Use Case: Complex Attack Surface
Optimize Protection

Scenario Result Solution

A new ransomware variant is 
executed on an endpoint.

Endpoint data is encrypted 
and the organization is at 
risk of increased scope of 
damage.

Trellix Threat Intelligence 
Exchange allows admins to 
immediately block new 
process throughout an 
estate and enhanced 
remediation automatically 
restores encrypted data.

2



Demo
Ransomware Attacks Cause Damage





Inefficient Endpoint Alert Triage
Simplify Endpoint Alert Triage

3

Improve endpoint team efficiency 
and MTTD/MTTR for 
endpoint investigations

• High-fidelity detections, low false positives

• MITRE Tactic and Technique

• AI Guided Investigations

SOC Manager / Security Architect
Technical Buyer

Minimize alert fatigue and time spent 
investigating endpoint alerts.

SOC Analyst
Influencer

Minimize risk of incidents resulting from 
unattended endpoint alerts

CISO
Economic Buyer

Trellix Promise Why Trellix?



Use Case: Inefficient Alert Triage
AI Guided Investigations

Scenario Result Solution

SOC analysts who need to 
triage endpoint alerts are 
overwhelmed and don’t know 
how to efficiently investigate 
alerts where they might need 
to take action.

An organization is hit by 
ransomware and deals with 
costly impact due to 
inefficient alert triage and 
investigation.

Trellix EDR AI guided 
investigations answer 
questions for the SOC 
Analysts and allow them to 
quickly contain incidents..

3



Demo
Inefficient Endpoint Alert Triage





Impactful Endpoint Incidents
Minimize Impact from Endpoint Incidents

Minimize impact from incidents and 
understand root cause

• Rapidly block new attacks across
endpoint estate

• Contain and investigate endpoints at scale

• Understand scope with adv. Forensics

• MDR options for added expertise

SOC Manager / Security Architect
Technical Buyer

Contain incidents quickly and verify 
incident is resolved

SOC Analyst
Influencer

Ensure endpoint incidents don't lead to costly 
outages or headlines

CISO
Economic Buyer

Trellix Promise Why Trellix?

4



Use Case: Impactful Incidents Reoccur
Root cause analysis to prevent reoccurring incidents

Scenario Result Solution

An organization is hit by 
ransomware but doesn’t 
investigate with forensics for 
root cause analysis and just 
reimages systems to recover.

The organization gets hit by 
ransomware again because 
they never understood the 
attack vector and didn’t 
improve their security 
posture.

Trellix Forensics provides 
advanced tools for 
responders to understand 
the scope of an attack and 
root cause analysis to 
understand how to improve 
controls and prevent attacks 
from reoccurring.

4



Demo
Impactful Endpoint Incidents





Demonstration 
Guidance
Endpoint Security



Endpoint 
Demo
How to

In this demo you will be able set up a demo 
in CrossFire.  Please start this process 1 hour 
prior to your demo. 

Note: you can configure it before then as well. 



Accessing Crossfire Labs. 

You can use any of these:
Alliances Crossfire Lab (fireeye.com)

SFO Crossfire Lab (fireeye.com)
Or

ASH Crossfire Lab (fireeye.com)

https://alliances.selabs.fireeye.com/
https://sfo.selabs.fireeye.com/
https://ash.selabs.fireeye.com/


Scenarios



Create new scenario



Choose new scenario



Start the new scenario.  
Be sure to note your lab user name and password.



Launch the Ransomware workbench 
system



Complete your scenario
- Press enter to continue

- Close the workbench



Available systems. 

There are 3 available systems and all have HX, ENS, ATP, and the same policies 
installed
• Marketing
• Finance 

• Accounting



Launch all systems to begin 
bootstrapping



This will take a while…

1. The system will launch automatically and you will see the login scripts 
run to prep the system. 

2. You will be logged out for set up to complete. 

3. When it is time to log back in, you will need your credentials provided on 
the CrossFire landing page. 



The End-User Experience.

The first time you log into the endpoint systems, it will need to completed the 
setup process.  
• After this set up, the system will reboot.  
• You will log in with your CrossFire credentials. 



The End-User Experience.

When logging into the endpoints, you will be 
prompted for your CrossFire credentials.  

For example: 
Selabs\first name.last name

Password: 



After the reboot…. 
Once you log back in, you will see 
your desk top. 

It will take a few minutes to install 
the ePO Agent (Trellix Agent). 

(get a cup of coffee ☺).

Check the icon tray to see if Trellix 
Agent is there. 

Reboot this system again. 



… after the reboot you should see this in 
the tray.



Launch prep.bat

You’ll notice a sample will get created on the desktop

%random%_cutepuppyjpg.exe

This is the sample used to launch the ransomware scenario



The End-User Experience.



Choose your scenario

Creating the following files will change the sample’s behavior:

• sample/sample.txt– Cause the cutepuppy ransomware to download a copy of the DarkPower
ransomware and trigger a correlated Trellix Insights Campaign

• exfil/exfil.txt– Cause the cutepuppy ransomware to behave poorly after the encryption. This will 
cause an automatic rollback of the encrypted files.



Endpoint Demo
At this point you will be ready to demonstrate the 

Ransomware Endpoint use cases



Diarmuid O’Boyle

Partner and 
SE Tools
How to Access

November 10, 2023
Senior Sales Engineer



Types of Partners Partner 
Levels

Sales 
Certifications

Architect 
Certifications

Collaborate 4 4

Momentum 2 2

Growth 1 1

Distribution 4 4

MSSP 4 4



Partner Success Engines

Profitability 
Programs

Tools & 
Resources

Partner Care

Trellix
University

Dedicated 
Technical & Sales 

Resources

Demand
Generation & 

Marketing Support

The Hive



Call to Action Buttons

Updated Navigation

Updated 
Quick Links



Partner Portal

https://partners.trellix.com

Xtend Partner 
Program

Overview

Program 
Guide

Newsletter

Opportunity 
Dashboard

Registration

Management

Promos and 
Profitability

Deal 
Registration

Renewals

Global Sales 
Plays

Rebates 
Guideline and 

Portal

MDF

Content 
Library

Trellix 
Platform

Sales 
Resources

Resource 
Library

Sales Tools

Competitive 
Battle Cards

Corporate 
Strategy

Product 
Solution Guides

Sales Plays

Trellix Market 
Place

3rd Party 
Research

Ordering

Quote and 
Ordering 
Policies

End User 
Purchase Policy

Price Books

NFR Ordering

Quoting 
Product 

Requirements

Technical 
Documentation 

Portals

Cloud Lab 
Access

Expert Center

Technical 
Support & 

Services

Customer 
Success Plans

Consulting 
Services



Partner Portal – Sales Kits

https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html
        Product Sales Kits will be updated frequently

https://partners.trellix.com/partner/en-us/solution-provider/product-sales-kits.html


All Badges are valid for 1 year or until a new version is released (whichever comes first)
Must meet enablement requirements within 90 days of joining program

Access through Partner Portal  or   https://training.trellix.com

Same login and password as the Trellix Partner Portal

Contact PartnerCare@Trellix.com with login issues

https://training.trellix.com/
https://training.trellix.com/
mailto:PartnerCare@Trellix.com


Partner SE Technical Bookmarks

Product Technical Documentation Portal
• Product Documentation:
• https://docs.trellix.com/

• Administration Guides
• Deployment Guides
• System Security Guides
• Release Notes
• Hardware Guides
• Reference Guides

Cloud Lab
• CrossFire (ASH):
• https://login.trellix.com/

• MDemo:
• https://trellix-mdemo.skytap-portal.com/

• Consolidation in progress…

Communication

Partner Care Team

• partnercareemea@trellix.com

• MSP Partner Care Team
• msppartnercare@trellix.com

Expert Center
Knowledge Base
Forum

• Trellix-F Community:
• https://community.fireeye.com/
• Trellix-M Community:
• https://communitym.trellix.com/

Consolidation in progress…

mailto:partnercareemea@trellix.com
mailto:msppartnercare@trellix.com
https://community.fireeye.com/
https://communitym.trellix.com/


Differentiators
Endpoint Security



Top Endpoint Competitors



What they say

• Endpoint Protection is built-in to Windows with advanced protection, nothing 
to deploy

• Inspired by the "assume breach" mindset with their EDR

• Prevent and detect attacks across your identities, endpoints, apps, email, data, 
and cloud apps with XDR capabilities

The Reality

• Difficult to manage and configure, especially at enterprise scale

• Complex for responders, search is limited to cloud telemetry, and generic 
alerting

• The path to XDR has limited integrations and requires their SIEM integrations

Trellix 
Differentiation

• Easy to configure and manage comprehensive and customizable modern 
protection technologies at scale, cloud and on-prem

• Quickly hunt, detect, and respond to new threats at scale with differentiated 
direct client communication architecture.

• Fast path to Trellix open and native XDR with native integration of endpoint, 
email & network security

Endpoint Customer Alternatives



What they say

• CrowdStrike combines the most effective prevention technologies and full attack 
visibility with built-in threat intelligence — all in a single lightweight agent

• Comprehensive visibility that spans detection, investigation, and response to 
ensure nothing is missed and potential breaches are stopped

• XDR is the future as long as you have the right endpoint security (EDR)
• Position Trellix as “legacy”  that “relies on signatures”

The Reality

• 3rd party testing shows high rates of false positives, which increases SOC workloads
• Relies on cloud telemetry and access for hunting and control of endpoints
• Delayed detections in 2022 MITRE Round 4 testing
• Relies on 3rd party integrations for visibility and context beyond the endpoint
• No on-prem solution

Trellix 
Differentiation

• Easy to configure and manage comprehensive and customizable modern 
protection technologies at scale, cloud and on-prem

• Quickly hunt, detect, and respond to new threats at scale with differentiated direct 
client communication architecture.

• Fast path to Trellix XDR with native integration of endpoint, email & network 
security

Endpoint Customer Alternatives



What they say

• SentinelOne promotes a single agent and cloud console or on-prem based

• Achieve greater cross-surface visibility and take action in real-time

• Welcome to Native and Open XDR

• Position Trellix as “legacy” that “relies on signatures”

The Reality

• Unproven prevention capability in 3rd party testing and limited configurable 
controls

• Relies on cloud telemetry and access for hunting and control of endpoints

• Relies on 3rd party integrations for visibility and context beyond the endpoint

Trellix 
Differentiation

• Easy to configure and manage comprehensive and customizable modern 
protection technologies at scale, cloud and on-prem

• Quickly hunt, detect, and respond to new threats at scale with differentiated 
direct client communication architecture.

• Fast path to Trellix XDR with native integration of endpoint, email & network 
security

Endpoint Customer Alternatives



How our Competition Increase 
Risk and Cost

GAPS ON-PREM AND 
LEGACY WIN

GAPS ON-PREM AND MAC 
COVERAGE

UNPROVEN ENDPOINT 
“CHECKLIST” FEATURES

GENERIC ALERTING, 
COMPLEX INVESTIGATIONS

TH
E 

R
EA

LI
TY HIGH FALSE POSITIVE AND 

DELAYED DETECTIONS
NO INTEGRATED THREAT 

CAMPAIGN INTEL

LIMITS TO MANAGEMENT, RESPONSE AND DATA COLLECTION AT SCALE

“Built-in endpoint and 
nothing to deploy.”

“Single lightweight
agent and cloud console”

“Superior visibility and
endpoint security”

Trellix Differentiation: Optimized operational efficiencies and proven enterprise scale 
protection, advanced visibility and control for rapid response AT SCALE.



What next
Endpoint Security



Trellix 
Endpoint 
Unification 
VISION

XConsole

• SaaS, Multi-tenant

• Built on MVISION + Helix technology

• Easy to deploy, easy to use

• One console for all experiences

Unified Agent

• EDR + Forensics capabilities

• Best of both companies’ technologies

• Lightweight and performance optimized

• Composable Apps (Modules)

• Simple to deploy, upgrade and manage



Unified Endpoint

Deployment 
Simplification

• Simplified deployment

• Install status 
Observability

• Agent updates & ease 
of transition from other 
EPP

Unified Management 
Console

• Zero context switching

• Unified portfolio policy 
management

• Rich alert workflows 
(visualization, context, 
actionability)

Comprehensive Endpoint 
Security

• Best in class Protection, 
Detection & 
Remediation

• Rapid Triage & Deep 
Investigations 

• Full spectrum Incident 
Response 

• Reduced footprint

• Improved performance

Improved Extensibility & 
Scalability

• Modular platform

• Extensible for XDR

• Accelerated release 
cadence

• API based 

• COGS reduction

North Star Themes & Outcomes



XConsole Vision: Unified Experience 

Deployment and 
Orchestration

Configuration and 
Management

Analysis, Investigation 
and Response

Enables customers to use Trellix SaaS services and on-
prem products in unified hybrid experience



Trellix Endpoint Security Stack

M-EDR

TACC

F-EDR + Forensics

X
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C
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Trellix Endpoint

M-ENS (EPP)

1
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Endpoint 
Security 
Journey

EDR Advanced Forensics
2024 +

SECURITY EXCELLENCE : Investigation Workflows

• Cross-App Alert Workflow with Storytime View 
to understand sequence of events

• Alert Enrichment for rich context and behavior 
analysis

• Evidence Acquisition at scale
• Automated response options
• Assisted investigations through playbooks
• Auto Evidence Capture (Acquisitions) 
• Seamless detection to forensic workflows
• XConsole Interface (Modern UI)

EASE OF MANAGEMENT: 

• Enterprise centric security through behavioral analytics at 
user & org level

Endpoint/Datacenter Security
HYBRID CLOUD: Platform support & Certifications

• ARM support on Win & Linux
• Advanced security for Containers
• FedRAMP & IL5

Enhanced EDR
Q2 2023

SECURITY EXCELLENCE: EDR + forensics 

• Expanded alerting on Indicators of Compromise 
(IoC) AMSI & Logon Tracker

• Forensic Alert threats in EDR

EASE OF DEPLOY: Integrated Deployment

• Integrated agent deployment via ePO

Endpoint/Datacenter Security
• HYBRID CLOUD: Mac (M1/M2) native support

EDR with Advanced Response
2H 2023

EASE OF MANAGEMENT: EDR + forensics 

• Simplified Auth for EDR & HX (Forensics)
• Integrated user experience across ePO, EDR & 

HX (Forensics)
• XConsole architecture for UI and workflows
• Policy management

SECURITY EXCELLENCE: Advanced response actions

• Host Remediation
• File/Memory/Process Acquisitions
• Forensic (Enterprise) Search (also new depth 

from EDR vantage) 

EASE OF DEPLOY: Integrated Deployment

• Integrated agent deployment via ePO
• Mac M1/M2 native support in HX

Endpoint/Datacenter Security
• ePO SaaS for App Control
• CWS support for GCP



Demo
Unified Endpoint – H2 2023





Point of 
Contacts
Endpoint Security



Contact us

partnercareemea@trellix.com

Email



Thank You!
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