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The typical SOC environment

Lack of visibility: Lack of fast responses: Slow triage:

32days
Average time to respond 
to a breach

30min
Average time to triage 
a single alert

99days
Average time to 
discover a breach

Too many ignored alerts:Too many alerts: Too many tools:

85
Average number of 
security tools in use

10k 35%
Alerts that are 
ignored

Typical company's 
daily alerts



And SOCs struggle to keep up with threat landscape 

Result = Increased Risk to the Organization

Limited org resources 
and expertise

Over-worked teams 
and insufficient
threat coverage

Expensive 
infrastructure

Costly to maintain 
and operate

Too many alerts and 
missed threats

Alert fatigue and 
high-risk exposure

Siloed tools that 
don't work together

Fragmented visibility 
and control



XDR Market Dynamics
XDR represents an evolutionary convergence EPP/EDR/NDR/AV as well as SIEM/SOAR 
capabilities to offer better threat intelligence, detection, response and remediation

AV EPP

EDR

SOARSIEMLog Mgt.

EPP/EDR
Convergence

NGAV • Focus: Threat Detection, 
Investigation and Response

• Broad telemetry sources
• Integrated, automated response actions
• Turnkey – OOTB detections and 

response
• Open / Native XDR

Data Security / DLP

Email

Network + FW

Others

Trellix 
XDR



XDR – Merges Controls, Control Management and Sec Ops Capability
Gartner’s Point of view



Threat Actor – MITRE ATT&CK Matrix



DEMO
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Safe Harbor 
Statement
This slide deck may include roadmap information, 
projections or other information that might be 
considered forward-looking. While these forward-
looking statements represent our current 
judgment on what the future holds, they are 
subject to risks and uncertainties that could cause 
actual results to differ.r



Trellix Unified Security Stack
M-ESM SIEM

F-Helix Threat 
Detection

F-FireEye Security 
Orchestrator

Data Protection

Email

Network

M-EDR

M-ENS (EPP)

F-EDR + Forensics

T
r
e
l
l
i
x
 

X
c
o
n
s
o
l
e

T
r
e
l
l
i
x
 

X
D
R

T
r
e
l
l
i
x
 

A
R
C

Unified Endpoint

App Control

Cloud Posture 
Management 

Cloud Workload 
Security



SOC Personas and Workflows

L2: Investigation

• Assess risks and respond

• Run queries across the environment 

• Determine attack origin / impact

• Take action

L1: Alert Management

• Monitor alerts

• Identify TP/FP alerts

• Enriched alerts with context

• Acknowledge in < 5 mins

L3: Hunt

• Hunt for unknown threats with deep analytics 
and machine learning

•  Identify new IOCs to improve monitoring

Logs & 
Events

Alerts Incidents

Investigation

Users

Cloud

Apps

Servers &
Workloads

Network

Endpoints

Real-time
Correlation

Engine

Correlation
Database

Security 
Data Lake

Intelligence Feeds
(Trellix Insights,

others)

Analytics drive hunt
for unknown threats

Security Analysts
Level 2

Security Analysts
Level 1

Hunt Team

IOCs

IOCs

Investigation Queries

SOC Workflow

SOC Admin

• Configure integrations

• Setups Tasks/Playbooks

• Tune alerts/manage rules



XConsole New Unified Apps

Alerting
• Prioritized alerts
• Automatically enriched
• Designed for SOC (multi-monitor etc.)
• Auto respond / Click to respond

Search and Forensics
• Search across data lakes
• Threat intel and enrichment integration
• Saved queries and threat rule creation
• Endpoint data retrieval

Rule Management 
• Create monitoring, mitigation and whitelist 

rules 
• Import from standard formats

Integrations Hub
• Click to integrate different sources (data 

ingest, enrichment, workflow, response, 
custom)

• Create tasks per integration automatically

Tasks and Playbooks
• Low code actions
• Create custom tasks
• Combine tasks into playbooks
• Integrate actions into alerts and rules

Case Management
• Collaboration space
• Assign actions to colleagues
• Integrate and create third party cases

Common apps across Unified Endpoint and XDR

Integrated Workflows Between Apps



What’s 
Included –
Detailed List



Alerts

Drill-down summary

Alert list



Alerts

Response options

Timelineview



Case Management

Case list

Case details



Case Management

Case Timeline

Manual entry

Add data from 
other apps



Rule Management
List of rules

Create / edit



Rule Management

Lists

Import / Edit / Create



Search

Trellix 
Query 
Language

Query 
results

Smart 
columns



Search

Searchhistory

Saved searches



Integration Hub

Select your product

Configure

Monitor integration



Benefits of XDRv2 vs XDRv1

Tasks are now separate and can be run stand-alone from an automation
• Directly access single tasks without wrapping them in a full automation

• Immidiate value without having to understand automations

Automation Editor
• Edit automations we ship with the product or create new custom automations for your use cases

• Reimagined editor to enable low-code experience

• Limitless possibility to automate most things for mature customers and power users

Custom XDR Tasks
• Build your own tasks using REST and Webhook

• Extend SOAR to currently unsupported 3rd party products yourself

Integrated workflows in Alert management & Case management
• Launch tasks and automations directly from an alert or case without pivoting

• Respond and remediate with the click of a button

XDR internal tasks now exposed as tasks
• Allow automations to interact with our own platform

• Create cases, create alerts, search data in the DB, create rules and much more…

• Extend our XDR platform via custom automations



Task Library

3rd party tasks
from integration

hub

Run task ad-hoc

Type-ahead filter

Separatetablesfor
Tasks and Automations

Create new automation

Create custom task

Not in 
Beta

Not in Beta



XDR Custom Task

Note: A simplified version of this workflow will be available at next release!

Wizard

• Naming and type

• Auth method

• REST/WebHook
config Configure



Automation Editor

Run another
 automation

Script
Revamped

IF logic

Undo / Redo

XDR Internal

Task



Alert Workflow integration

Execute selected
Tasks & Automations

Filtered list from
task library

Filtered list from
task monitor

Full Library



Task & Automation Monitor



Roadmap

BETA 1H 2024 XDRv2 GATODAY

JAN 2024 JUN 2024 JAN 2025

Incremental improvement – feature releases



Thank You!
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