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Welcome
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TODAY’s AGENDA
EMEA Security Summit   ⚫ Rome, Italy   ⚫ October 24 -26

R E G I S T R A T I O N

8:00am – 9:00am Registration Open

K E Y N O T E  S E S S I O N

9:30am – 9:40am Welcome & Introduction
Fabien Rech, Senior Vice President EMEA

9:40am – 10:00am Trellix CEO Keynote
Bryan Palma, Chief Executive Officer

10:00am – 10:30am Mind of a Trellix CISO
Harold Rivas, Chief Information Security Officer

10:30am – 11:00am Unveiling the Shadows
John Fokker, Head of Threat Intelligence, Trellix ARC
Mo Cashman, Field CTO EMEA

11:00am – 11:15am Perspectives from a Trellix Security Alliance Partner
Harrison Holstein, Global Architect, AWS

11:15am – 11:40am Panel Discussion
Moderated by Vibin Shaju, VP Solution Engineering, EMEA

11:40am – 11:50am Closing
Fabien Rech, Senior Vice President EMEA

N E T W O R K I N G  L U N C H

12:00pm – 1:30pm Networking Lunch

01:30pm - 5:15pm Breakout Sessions

5:30pm – 7:30pm Networking Reception



Trellix
Presence
in EMEA



BIOLOGY, WELLNESS, 
SUSTAINABILITY
A framework used to support 
trees or plants.

Trel·lis
[ˈtrelis]
NOUN

CYBERSECURITY
A global ecosystem dedicated 
to living security, an open 
XDR architecture and 
experts inspired by 
cybersecurity’s 
soulful work.

Trel·lix
[ˈtrelix]
NOUN

WHERE is Trellix 
Coming From?



FunOpen Curious Tenacious FunOpen Curious Tenacious



SOCIAL MEDIA
I have one ask: Please share photos, make some noise
Use hashtags #TeamTrellix, #Soulfulwork, #TrellixXDR

Click icon to add picture



All Roads lead to Trellix
All Roads lead to XDR

We are, and always will be, 
here to serve you.
Your security is our priority, 
and your feedback is 
our inspiration.



Thank You!



Harold Rivas

Mind of a 
Trellix CISO

October 24, 2023



25+ years of Information Security experience
leading global programs for financial services
and highly regulated organizations.

Served as CISO and senior technology leader
for multiple international companies, including
Fujitsu, loanDepot, Santander, Mr. Cooper, and
Citigroup.

Lead the Trellix Information Security program
leveraging the full suite of its capabilities
(products, services, and partnerships).

Guide the Customer Zero program providing a
customer's view and feedback loop into our
product roadmap.

Harold Rivas
Chief Information Security Officer



Agenda

CISO Journey
• Historical Timeline

Threat Forecast 
• New and Emerging Risks

SOC Battle Plan
• Evolving our approach to SecOps 



CISO Journey
Historical Timeline

Citi hires the first 
CISO; role was 
created  to 
address growing 
risk of 
information 
security.

2002 2013
+ Cybersecurity is a 

major focus

+ Frameworks like 
NIST CSF adopted 

+ Business 
Resilience 
DR/BCP

2023
+ Privacy laws 

impact CISOs

+ Data 
Governance

+ Cyber fraud 

1995
+ Regulatory 

compliance era 
starts

+ CISOs become 
risk oriented

+ Vendor risk and 
the extended 
enterprise



© 2022 TRELLIX INC.

● Geopolitical conflicts

● Economic pressures

● Generative AI

● Evolution of OT risks 

● Software Supply Chain 

● Stronger regulations  

● Accelerating Attacks

● Skills & staff shortages

Threat Forecast
2024 and beyond



“Before anything else, 
preparation is the key 
to success.”

Alexander Graham Bell



SOC Battle Plan
Evolving the approach to SecOps



Typical SOC Environment

Limited Visibility

Fragmented Control & Visibility 
with Disparate Tools

Culture of Burnout

Navigating Alert Fatigue 
& Limited Expertise

Mix of
Tools

Budget 
& Staffing

High Volume 
of Log Events

Insufficient Coverage

Balancing Capacity 
& Technical Skills



XDR = A better way forward

Develop your SOC 
Analysts Faster

An open platform to 
support all your 

security investments

Speed is essential in 
minimizing the impact 

of an incident 

People, 
Processes, 

Technology

Support 
Consolidation 

Initiatives

Enable Rapid 
Containment 

Actions

Threat focused, holistic view, guided response with fast containment actions



Focus on your threat actors

❑ Identify the top threat actors by industry, geography, association, etc.

❑ Combine and leverage threat intelligence on those actors.

❑ Institute controls based on real threat intelligence.

❑ Partner with executive leadership to meaningfully reduce risk.

❑ Share threat intelligence!



Automated Response

❏ Define a target (minutes/hours) for Mean Time to Contain (MTTC).

❏ Establish Board/Executive Level support for automated containment.

❏ Demand that every new platform your organization deploys integrates 

with your response platform to future-proof your investments.



Simplify your tech stack

❏ Platform fragmentation creates administrative overhead.

❏ Where possible consolidate platforms to reduce administrative burden.

❏ Seek an open ecosystem to ensure maximum SOC response speed.

❏ Support the growth and evolution of your SOC analysts 



Thank You!



EMEA Security Summit
Rome, Italy
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Head of Threat Intelligence at Trellix 
Advanced Research Center

John Fokker
EMEA Field CTO, Trellix

Mo Cashman



Unveiling 
the Shadows
Chaos to Clarity







“ A cluster of related global 
risks with compounding 
effects, such that the 
overall impact exceeds 
the sum of each part ”.
The World Economic Forum’s
Global Risks Report 2023

Polycrisis

https://www.weforum.org/reports/global-risks-report-2023/digest


EMEA Polycrisis Reality Today:
2 wars across the region



Adverse outcomes of 
frontier technologies

Digital power concentration

Digital inequality

Breakdown of critical
information infrastructure

Erosion of social cohesion

Severe mental
health deterioration

Infectious diseases

Collapse or lack of public
infrastructure and services

Use of weapons
of mass destruction

Widespread cybercrime
and cyber insecurity

Terrorist attacks

Misinformation and
disinformation

State collapse

Proliferation of illicit
economic activity

Chronic health conditions

Employment crisis

Failure to stabilize price trajectories

Debt crisis

Cost-of-living crisis
Prolonged economic

downturn

Asset bubble burst

Interstate conflict

Geoeconomic
confrontation Ineffectiveness of

multilateral institutions

Environmental
damage incidents

Failure to mitigate
climate change

Biodiversity loss and
ecosystem collapse

Natural resource
crisis

Failure of
climate-change

adaption

Natural disasters and
extreme weather

Large-scale
involuntary migration

Collapse of a systemically
important supply chain



Adverse outcomes of 
frontier technologies

Digital power concentration

Digital inequality

Breakdown of critical
information infrastructure

Widespread cybercrime
and cyber insecurity



The World Economic Forum 
defines a ”polycrisis” as follows:

“A cluster of related global risks 
with compounding effects, such 
that the overall impact exceeds 
the sum of each part”

Reuters: 

“Often the transportation sector 
finds itself at the heart of this 
upheaval, both as victim and 
protagonist.” 

Cyber crime 
thrives during 

an era of 
“Polycrisis”



RU-UA related  Cyber 
Campaigns



Logistics and 
transport sector

RU-UA war



RU-UA related  Cyber Campaigns  
Observed in the Logistics and 
transport sector linked to NL

RU-UA war

NL

Logistics and 
transport sector



RU-UA related  Cyber Campaigns  
Observed in the Logistics and 
transport sector and in NL



But are we 
helpless against 
a Polycrisis? 



The Digital Operational 
Resilience Act (DORA)
Regulation (EU) 2022/2554



NIS 2 
Directive



Increasing Decision Speed, Effectiveness, and Business Value
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Trusted
Level

SOC 3.0

Risk-Driven

Resilient

Adaptable

Business-FocusOperational
Level

SOC 2.0

Intel-Driven

Optimized

Proactive

Threat-Focus
Foundation

Level

SOC 1.0

Audit-Driven

Ad-Hoc

Reactive

Compliant-Focus

SOC Maturity Journey



State of Adaptability in Sec Ops

37% 30% 38% 34% 31%

Manufacturing Energy Financial Telecommunications Goverment



Campaigns in 
the Polycrisis

Campaigns 
Affecting You



ePO 
Managed 
Systems

APT Group
Gamaredon

Ransomware 
Groups



Security Data Trellix Com 
Broker

Cloud 
Connect

Intel Hits

Enrichment

Trellix Helix

Sharing Threat Intel Across Borders
Trellix 

Intelligence

3rd Party Tools 
and 

Organizations
IT Data



Trellix 
Intelligence 
From the 
Frontlines
Research Partner
Program



Research 
Partner Program
In Action

Help those who 
need it most…



SOGU Activity Discovery on 
Eastern European Participant
Overview
While conducting routine threat hunting for advanced threats, suspicious activity 
was identified with our Research Partner consistent with SOGU infection and 
persistence on a host belonging to Eastern European RPP participant.

Gamaredon /UNC530 TEMP. 
Armageddon attacks
Overview
During one of our Threat hunts, Trellix Threat Intelligence Group identified Gamaredon's Petrodo, which 
was targeting a Government organization. Gamaredon was leveraging specific PowerShell scripts and 
Wscripts for C2 communications. 
The C2 infrastructure was very dynamic. Threat actor created prevalence via schedule tasks and Logon 
Registry Keys.



What can 
you do?



APT Defense is a constant process
Adaptable Security Lifecycle

The defense life cycle is 
a continuous process of
Preparation, Prevention, 
Detection and Mitigating Attacks. 
When a ransomware attack 
is successful, the Recovery 
and Root Cause Analysis phases 
are triggered.

5. Repairing

6. Im
plementing LessonsLe

arn
ed

4. Responding 3. Dete

ct
in

g

1.
Pla

nning 2. Defending



Identify APT Attacks Early



Connecting APT 
Intelligence to 

Detections



XDR = Visibility Across the Kill Chain

Threat 
Prioritization

Attack 
Visualization

Sensor 
Events



Augment Built in Defences
Make Your Organization more Resilient with Trellix 

Mobile Threat Protection
Trellix Mobile extends protection to 
Mobile Devices managed by Intune

Forensics and OnPrem EDR
Trellix HX supplements Defender with 
additional visibility and investigative 
capability

Legacy Systems Protection
Trellix Application Control protects 
legacy Operating Systems

Email Security
Trellix Email Security protects against 
advance threats and business email 
compromise 

Benchmark Assessments
Trellix Policy Auditor provides continuous 
monitoring to verify configuration against 
customer security benchmarks

Threat Intelligence
Trellix Insights provides contextual threat 
indicators which can be imported into 
Defender or other SOC tools

XDR
Trellix XDR provides Open XDR capability 
that detects threats using logs from 
Defender and O365 applications as well 
as Trellix security controls.

Data Security
Trellix Data Security covers 
endpoint, network and databases



Protect the critical systems
Lock Down Industrial Control, Medical and Financial Systems



OT Threat Detection and Response with 
XDR

Network traffic metadata
Trellix NX

Trellix Endpoint

PLC/HMI

Security Technology, 
Firewalls, Network Devices

SCADA/OT Specific 
Asset and CMDB tool Intelligence

Rules

Analytics

Event Index

Trellix Helix

Trellix ICS Security Reference Architecture

Trellix 
Intelligence

ICS-specific alerts

Windows or Proprietary

Security and Win Events

Various

Trellix 
Com 

Broker



ONLINE
IDENTITY





Once upon 
a time…
In 2018 on 
a Russian 
underground 
forum.



What was in the showroom….
450K different visible profiles 

1.5 M Profiles in total

225 Different Countries

6-200 USD Price per Profile

Realtime Updates on the profiles

Access to popular accounts for e.g.:
Google, Amazon, Facebook, Netflix, 
Spotify, PayPal, Alibaba, LinkedIn, 
Twitter, Corp logins…. etc.



How did Genesis keep the 
showroom full?
Using Commodity malwares and a proprietary browser extension.

Setup.exe yvibiajwi.dll explorer.exe svchost.exe Qruhaepdediwhf.dll chrome.exe

1. Extracts the DLL 3. Decrypts and injects a
downloader into explorer.exe

5. Executes DanaBot
dropper

6. Extracts and
executes DanaBot

8. Installs the malicious 
Chrome extension

4. Downloads DanaBot
dropper

7. Downloads the malicious 
Chrome extension

2. Decrypts and 
executes shellcode

Dropper CnC DanaBot CnC



Contributions by Trellix:

Malware
Analysis

Remediation
Advice

Sample
Sharing



MARCH-APRIL 2023



APRIL-MAY 2023  
TAKEDOWN APRIL 3-4



MAY-JUNE 2023



JUNE-JULY 2023



JULY-AUGUST 2023



AUGUST-SEPTEMBER 2023



SEPTEMBER-OCTOBER 2023





What can 
you do?



Browser Fingerprint Credential Theft



Credential Protection in Endpoint

Malware
Prevention
Signatures 

Exploit 
Prevention 

Rules 

ATP Credential 
Theft Protection 

Rules 

Logon
Tracker 

Windows Event
Streamer 



Detecting Credential ThreatsMITRE

Password File 
Access

Threat Prioritization

EDR Detects Credential Theft Techniques



Identity Provider integrations in XDR

Azure Active 
Directory 

Duo Auth

Entrust Intellitrust

Okta

RSA Secure ID

Amazon Verified 
Access

 Data Foundation for identity-based 
scoring in XDR

 Flag VIP users based on profile for 
risk scoring

 Understand authorization levels to 
apps for a given user

 Connecting users to roles provides 
basis for investigations 

 Tracking login patterns informs 
threat hunting



User

XDR

Cloud App

1. Attacker steals 
token via SMS 
or 2FA push 
fatigue

2. Attacker 
authorizes 
with Okta

3. Attacker 
accesses 
cloud app 
with token

4. Okta logs 
access to 
Helix

6. Okta 
invalidates 
session

5. Helix 
determines 
malicious login 
with analytics 
and additional 
data sources

How can Identity Data + XDR 
work together?

Attacker



Chaos to Clarity 
Take A Moment is about simply 
taking a few seconds every day 
for our mental health...to pause, 
breath, disconnect and then 
reconnect, so we can find Clarity. 
A simple action that can make a 
life changing difference in our 
fast-paced world.

WE ALL NEED TO TAKE A MOMENT. 
SO, LET'S TAKE A MOMENT TOGETHER.



Thank You!



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Trellix and Amazon Web Services (AWS)

Better Together for Cloud Security

Harrison Holstein

Global Solution Architect



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Infrastructure allows you to run workloads

You have the same access and 
capabilities no matter where you are

200+ fully featured services from 
data centers globally

The most secure, 
extensive, and reliable 
Global Cloud Infrastructure



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Shared responsibility model

3

AWS

Security OF 

the Cloud 

AWS is responsible for protecting 

the infrastructure that runs all the 

services offered in the AWS Cloud.

Security IN 

the Cloud 

Customer responsibility is 

determined by the AWS Cloud 

services a customer selects. 

Customers



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Infrastructure & services to elevate your security

4

Largest ecosystem of security 

partners and solutions

Automate & reduce risk with 

deeply  integrated services

Highest standards for 

privacy and data security

Scale with superior 

visibility and control

Inherit global security and 

compliance controls



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Highest standards for privacy and data security

5

Encryption at scale 

with keys managed by 

AWS Key Management 

Service or manage your 

own encryption keys with 

AWS CloudHSM using 

FIPS 140-2 Level 3 

validated HSMs

Meet data 

residency requirements 

Choose an AWS Region, 

and AWS will not replicate 

it elsewhere unless you 

choose to do so

Access services and tools 

that enable you to 

build compliant 

infrastructure 

on top of AWS

Comply with local 

data privacy laws 

 by controlling who 

can access content, its 

lifecycle, and its disposal



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Further and 
faster, together
C O M M I T M E N T  

On September 19, 2019, Amazon and 

Global Optimism announced The 

Climate Pledge, a commitment to meet 
the Paris Agreement 10 years early

6

Net-zero carbon by 2040

Path to 100% renewable energy by 2025

$2 billion Climate Pledge Fund
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P R I N C I P L E S  

7

Regular 

reporting

Carbon elimination Credible offsets

P R O G R E S S

200+
signatories

26
industries

21
countries



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 8

It’s more 
sustainable 
in the cloud

3.6x
More energy efficient 

88%
lower carbon footprint

Source: 451 Research, 2019, all rights reserved



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

&
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Trellix and AWS

Trellix and Amazon Web Services (AWS) have come together to expand

security capabilities on the cloud and uncover cloud-specific threats.

AWS Network Firewall

AWS Security Hub

Amazon Guard Duty 

Amazon Inspector

Amazon CloudWatch 

AWS CloudTrail 

Amazon Simple Storage Service 

(Amazon S3) 

Amazon Route 53 Resolver 

DNS Firewall

Amazon Virtual Private Cloud 

(Amazon VPC) Flow Logs

AWS Verified Access

Amazon Security Lake



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Automatically centralize data from AWS 
environments, SaaS providers, on premises, and 
cloud sources across AWS Regions

Analyze security data using your preferred analytics 
tools while retaining complete control and 
ownership of that data

Normalize data to an open standard to streamline 
security data management across multicloud and 
hybrid environments

Optimize and manage security data for more 
efficient storage and query performance

Amazon Security Lake
A U T O M A T I C A L L Y  C E N T R A L I Z E  S E C U R I T Y  D A T A  I N T O  A  P U R P O S E - B U I L T  D A T A L A K E

12

Breakout 8 – Thursday 26 October

11:45-12:40



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

The easiest way to build and 

scale generative AI applications 

with foundation models (FMs)

Amazon 
Bedrock

<Slide: Bedrock>

Accelerate development of generative AI 

applications using FMs through an API, 

without managing infrastructure

Choose FMs from Amazon, AI21 Labs, 

Anthropic, Cohere, Meta, and Stability 

AI to find the right FM for your use case

Privately customize FMs using 

your organization’s data

N O W  G E N E R A L L Y  A V A I L A B L E



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Keeping your data private and secure

All data is encrypted at rest 

and PrivateLink support allows 

access to Bedrock APIs via 

customer's VPC endpoints

Customized foundation 

models and the customer-

specific data that trains them 

remain private 

None of the customer's data is 

used to train the underlying 

model



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

AWS threat intelligence

16
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Thank you!

AWS@trellix.com



Panel Discussion
Cybersecurity Landscape | EMEA Perspective

Trellix
SVP and GM

EMEA

Fabien Rech

NATO
Deputy Head 
Infrastructure

Michael Faulkner

Trellix
VP, Solutions Engineering

EMEA

Vibin Shaju

Zimperium
Vice President

EMEA

Chris Steiner

Click icon to 
pictaddure


