I/

Trelli}

4 21-24 OCTOBER 2024

EMEA & LTAM
Parther Tech Summit

Lisbon, Portugal

S S S —m———~~S~SNNNNAV AWV YL T



El equipo

Email Security
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Trellix Collaboration Security

Garantizar que los equipos puedan trabajar con confianza y seguridad en toda la
empresa

(@W

Collaboration Enterprise

Applications

Platforms

Still the primary attack vector. Allow us to freely share Digital transformation
Over 90 % of cyber attacks information, but do not ensure initiatives grant access to
Lbegin with phishing. J Lthe integrity of what is being J Lsuppliers, vendors, customers J
shared — and threat actors

TreliX




Distintos casos de uso

IVX for IVX for IVX for

Products Investigators Collaboration Security

Targeted for Trellix Appliances Targeted for the SOC Targeted for Enterprise Applications

« VX detection created the sandbox « Used during investigative o i ati f d on diaitizi
market. Detection is our founding workflows * Jrganizations focusead on digitizing

their extended enterprise value chain

competency ..
« Detonate suspicious content . .
- Flexible deployment options that , * Integrates with enterprise
scale for scanning throughput with * Reverse engineer malware applications
Network Security, Email Security, « Mitigate the risk of working with
Endpoint, etc. external organizations and vendors

» Clustered architecture instrumented
for 200 potential simultaneous
executions

TreliX




Trellix ranks #1 in SE Labs Report
beating Microsoft and Google

/
/
/
s
-
-
~
~
N

Business
Email Phishing Social Malware
Compromise 1009 0/ 1009
/0 Yo
100% Protection >rotection Protection
Protection

Overall Rankings

Total Accuracy Ratings

Microsoft

Trellix Email
Security

100
Detection

WithSecure
Email Security

58
Detection

Google
Workspace
Enterprise

50
Detection



https://selabs.uk/reports/email-security-services-ess-enterprise-and-small-business-2023-q1/
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b St Labs
SE Labs Annual BEST

Email Security

Security Awards
2024 Trellix

TrelhX
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Source: SE Labs: Annual rity Awards 2024


https://blog.selabs.uk/2024/04/se-labs-annual-security-awards-2024/

Emaill is still the most
successful attack vector

Primary attack vector Microsoft isn't good enough
o
91« SV
Of cyberattacks begin Attacks missed by Microsoft in
with spear phishing*** ayear across 1058 customers*

Cloud email adoption Average breach lifecycle
o

70/<> 277Days

Of organizations use Resulting from business

cloud email solutions email compromise ****

and growing**

*Trellix Advance Research Center
**Gartner Market Guide for email security
***Knowbed.com Nov 29, 2022

**+|BM Cost of a Data Breach Report 2022




TrelhxX

Product
Deployment



: Trellix Email Securit

Email Security -

Cloud

Email Security -

Server

TreliX



Flexible Deployment Options
Cloud Emaill

Scan/Block @ ‘g e
1. Primary SEG with Full -

Hygiene. Trellix Cloud/On-Prem Recipient
Email Security

Scan/Block
2. Fuli Hygiene inline, @
second hop, behind a

3rd party SEG. 3 Party SEG Trellix Recipient
Email Security

Scan/Drop @ .,.=a: @
3. Full Hygiene in BCC Cloud/On-Prem

Trellix —
mode and sends alerts. Email Security Recipient

4. MS365/Google
Workspace Google Workspace B® Microsoft 365

Native APl Integration



TrelhxX

Demo

Optional subtitle
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Email DLP Response Flow

P 1

Dellvered

No Action
Quarantine
Drop

BCC

Email Securlt
HTTPS API
Cloud N

:; I e Policy
Management

BLOCK
BOUNCE
QUART
ENCRYPT
REDIR
NOTIFY

Orchestrator (On-prem / AM)
TrelliX
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Email DLP Integration

TreliX | EmAILSECURITY cLouD | grefteamen DASHBOARD ~ ALERTS (i04) ~  QUARANTINE CONFIGURATION ~  ORGANIZATION ~  EMAILTRACE

Current Date: May 22 2024 5:41:42 PM Indian Standard Time | IST | UTC+05:30

Policies > new1 > Configure DLP Configuration

DLP Configuration
Review the configuration of the Policy in the following sections. To change the configuration, select the corresponding "Action”.

Hostname*

eout (min)*
Verify TLS*
Action Mapping* ®

DLP Action Email Security Cloud Action

Block and return email to sender e S e
No Action Drop BCC

Bounce No Action Quarantine

Quaactos No Action Drop

Encrype No Action Quarantine

Bedct No Action Quarantine

ot No Action Quarantine

Copyright © 2024 Musarubra US LLC | Version: -

TrelliX
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