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Introducción
INSIGHTFUL VISIBILITY AND 

SIMPLIFIED ANALYSIS
FAST, ACCURATE 

DETECTIONS AUTOMATE ATTACK
MITIGATION AND

PREVENTION

Threat Prioritization

Playbook Automation

Guided Response

Cross-Product & 
Cross-Event Correlation

Intelligence Enrichment

Contextualization & 
Prioritization

Automated Elimination 
of Routine Threats

Cloud Security

Network Security

Endpoint Security

3rd Party Data Sources

Data Protection

Email Security

RESOLVED
THREATS

Events

Events

Events

Events



Trellix XDR Impacto en el cliente

ANTES

DESPUÉS

Semanas

Días

Sobrecarga y recursos limitados

Eficaz, eficiente,
Optimizado

Imposibilidad de determinar, 
Prioriza las principales amenazas

Detecciones y mitigaciones 
rápidas y precisas para las alertas principales

Resultado: una experiencia de operaciones de seguridad simplificada y perspicaz para detener rápidamente los 
ataques

Time to 
Resolution

SOC
Resources

Threat 
Coverage



Cobertura XDR de Trellix

Endpoint Security 
(EDR)

SIEMs Trellix

Telemetría y eventos
enriquecidos

Amplia gama de datos de 
terceros /

Integración de alertas

Análisis de seguridad profundos

Respuesta configurable
Acciones

Información de amenazas nativas 
y de 3ª party

Trellix XDR



Arquitectura
Arquitectura e Integraciones



Arquitectura



Helix Connect arquitectura

Helix 
Connect

Communication 
Broker

Cloud ConnectProduct / 
Service

Device / 
Product

syslog

API

Enrichment Detection Data lake

● Threat intel
● Geo location
● Asset
● etc..

● Rule based
● Intel based
● Analytics
● Automations

● Search
● Investigation
● etc..

Trellix Cloud (AWS)

Helix Connect User interface



Cloud Connect portal

Las conexiones en la nube XDR permiten que los eventos y registros de los productos de Trellix y los productos de 
seguridad de otros proveedores se envíen a XDR a través de conexiones API.



Apps – Nuevas, Beta, Legacy



Communication Broker

• XDR uses the Communication Broker (Comm Broker) Sender to accept machine-generated 
messages and logs from hardware devices, operating systems, applications, security appliances, 
network devices, and databases through a variety of methods.

• The Comm Broker looks for events formatted as the following (in descending order of preference): 
JSON, CEF syslog, LEEF 1.0 & 2.0 syslog, RFC-5424 Syslog (https://tools.ietf.org/html/rfc5424), RFC-
3164 Syslog (https://tools.ietf.org/html/rfc3164)

• Communications Broker resides on a Trellix Network Security appliance “NX” or may be installed as 
an "Unmanaged Comm Broker" on a customer-managed Linux host. 

• The log messages received by the Comm Broker are compressed and encrypted for transport to 
the customer’s Helix instance, which resides in an Amazon Web Services virtual private cloud 
(VPC). 

• The receiver component present in the customer's VPC decrypts the received data and 
decompresses the log messages. At that point, the log messages are parsed, indexed, analyzed, 
and correlated with real-time threat intelligence from Trellix.

https://tools.ietf.org/html/rfc5424
https://tools.ietf.org/html/rfc3164


Eventos

▪ Formato
▪ TQL



Formato de eventos

Raw

Parsed

Metadata

Geo



Eventos
Puede enviar cualquier dato que desee a Helix como JSON preformateado.
Para que las reglas, los análisis y la información se apliquen, deben ajustarse a la taxonomía.

Class Name

Field Mapping

Sender Name



Eventos
Example: Generic AV Log

LOG  {”victim” : ”jessica.salt”, ”md5hash” : ”4373CF0D42926B15F95E35683D883A1C”, ”type” : ”ransomware”}

Class  myav

Parser {“victim": “username","md5hash": "md5","type":"malwaretype"}

PARSED_LOG 

• username : jessica.salt

• md5hash : 4373CF0D42926B15F95E35683D883A1C 

• malwaretype : ransomware

[Legacy] Alert Rule class=myav malwaretype=ransomware  

[Legacy] Alert Parameters [name= Ransomware Alert] [TAGS= T1204.002, T1486] [Distinguishers= username]



TQL

▪ Query Language (TQL) is a data 
analysis language used in 
queries to retrieve events for 
further analysis. 

▪ TQL queries are used in searches 
and rules in Helix, and other 
Trellix products.

New search is unified (no longer need to choose index or archive)



Anatomía de una consulta TQL

Las consultas TQL puede usar tres tipos de 
cláusulas:

• Searches: Datos que se van a localizar 
en función de coincidencias exactas, 
comparaciones, rangos y expresiones

• Directives: modificadores que instruyen 
al motor de búsqueda cómo consultar 
[Limit, Page_size, Offset, Start, End]

• Transforms: le permiten modificar la 
forma en que se devuelven y muestran 
los resultados de su consulta [Groupby, 
Histogram, Sort, Table]

High-level anatomy of an TQL query:       

<filter section>    |    <transform section>



TQL - Ejemplos



TQL - Ejemplos



TQL - Ejemplos



Alert 
mechanisms
▪ Rules
▪ Analytics
▪ Correlations
▪ UEBA
▪ Investigative tips
▪ Cases
▪ Wise



Rules



Analytics

▪ Brute force

▪ Phishing

▪ Data exfiltration

▪ Suspicious domains

▪ Reconnaissance commands

▪ Login activity anomalies

▪ Process execution anomalies

▪ Cloud data/resource access

▪ Windows share access

▪ Account creation/deletion activity

▪ AWS resource scanning

▪ MFA fatigue activity

▪ Scheduled task backdoors

50+ deployed analytics



ACE – Advanced Correlation Engine
Example 01 – A Simple Rule

Create an alert every time we see an event from source IP 121.131.141.151

threshold:   1

within:   1m

items:

- type:   fields

match:    srcipv4 == 121.131.141.151

require:   1



ACE – Advanced Correlation Engine
Example 02 – A Simple Rule with a Threshold

Create an alert if we see 10 events in a 1-minute window from source IP 121.131.141.151
1,000 events will generate 100 alerts.
threshold:   10

within:   1m

items:

- type:   fields

match:    srcipv4 == 121.131.141.151

require:   1



ACE – Advanced Correlation Engine
Example 03 – A Simple Rule with Groupby

Create an alert on ten login failures for the same user within 60 seconds.

threshold:   10

within: 60s

groupby:   username

items:

- type:   fields

match:    class==   “ms_windows_event”  &&   eventid==“4624”    &&. event_type == “audit_failure”

require:   1



ACE – Advanced Correlation Engine
Example 04 – A Rule that correlates multiple events.

Create an alert when the same user has login success followed by failure within 60 seconds.

threshold:   1

within: 60s

groupby:   username

items:

- type:   fields

match:    class==   “ms_windows_event”  &&   eventid==“4624”    &&.  event_type == “audit_failure”

- type:   fields

match:    class==   “ms_windows_event”  &&   eventid==“4624”    &&.  event_type == “audit_success”

require:   2

ordered: true



ACE – Advanced Correlation Engine
Example 05 – A Rule with Cardinality

Create an alert when the same user has logs in from five different IP addresses in ten minutes.

threshold:   1

within:   600s

groupby:   username

items:

- type:   cardinality

item:

- type:   fields

match:    class==   “ms_office365”  &&   action contains “userloggedin”  &&   result == “success”

require:   5

cardinalityGroupby:  srcipv4



User & Entity Behavior Analytics Analytics

Examples

▪ Account logs in from a particular country for the first time

▪ Host executes a particular process for the first time

▪ Sum of byte count for host in past day is some standard deviations above daily average

Monitor user and entity activity over time to identify anomalies



Investigative tips

▪ Investigative Tips provide a 
series of "next steps" for 
investigating an alert. 

▪ For Trellix provided rules, 
these searches are generated 
by incident responders and 
intelligence analysts based on 
the data they would look for to 
determine if an alert is a true 
positive. 



Cases



Trellix Wise for Helix Connect
Generative AI can ask key questions and understand answers

Detection

Data Lake

Human

Data Sources Amazon Bedrock

Questions about this anomaly:
• What else happened ?
• Who else was involved?
• Is this the first time it happened?
• How often does this happen?



GenAI y datos de clientes

Trellix Wise does NOT use customer data to train models or share data 
with third parties!

● GenAI models are already pre-trained on general security knowledge 
and do not need to be fine-tuned.

● Decisions are made solely based on the tactical information at hand, 
so they are not biased by previous occurrences or other situations.

● This ensures gen AI decisions are grounded and not hallucinations.

Does Trellix Wise use customer data to train models?



Consideraciones
sobre la 
implementación
Optional subtitle



Hardware Requirements Specs

TAuR

• 32 GB memory
• 220 GB diskspace
• Thin provisioned disks

• 2 Cores CPU minimum (ideally 64-bit quad-core processor)

• NOTE: For the lab your OVA will pre-define the specs to be used on the virtual machine 
(4 Cores, 8 GB Memory, 220 GB diskspace)



Install TAuR

TAuR

• Power on your VM
• Login to the VM with:

• User: root
• Password: eiX3Ci3qua
• User: ixoperator
• Password : changeme

NOTE: You’ll be required to change these upon logging in. Remember what you set them 
to!



Install TAuR

Getting Started

Ejecute ifconfig como root y anote su dirección IP en el bloc de notas. ¡Necesitará esto 

para la configuración de su host!



Install TAuR

Initial Login

Step 1
Login with “ixoperator”
password “changeme”

You will be prompted for a new password

Step 2:
sudo fso-host-config

To trigger configuration wizard 



Install TAuR

Wizard View

Upon your first run of fso-host-config, you will 
be presented with an option to supply the DNS 
settings.

Make sure these match your network settings 
before you save.

After completing this step and saving, you’ll be 
prompted to supply a hostname (FQDN) for 
TAuR. Make sure you note that hostname.



Install TAuR

Update Windows Hosts File

From your “admin workstation”, you’ll need to update your hosts settings to match 
whatever FQDN you supply. For Windows users:
Run notepad.exe as administrator
Browse to C:\Windows\System32\drivers\etc
Add the IP  and FQN i.e. 192.168.65.133 fso.domain.com
Save the file 



Install TAuR

Update Windows Hosts File

From your “admin workstation”, you’ll need to update your hosts settings to match 
whatever FQDN you supply. For Windows users:
Run notepad.exe as administrator
Browse to C:\Windows\System32\drivers\etc
Add the IP  and FQN i.e. 192.168.65.133 fso.domain.com
Save the file 



Install TAuR

Logging into the Web UI

You’re all set! You should be able to access the 
Web UI via the FQDN you have now set up. 
Note: Make sure that you use HTTPS, or it won’t 
resolve.

Login user : fso_admin
Password : changeme



Demonstration 
Guidance  
(and Use cases) 
Optional subtitle



https://fireeye.market/

Plug-ins installaton



TAuR Plugins

Plug-ins installaton



Helix

Plug-ins settings



Helix

Plug-ins settings



Helix API key

Use Case



Helix API key

Use Case



Helix API key

Use Case



Helix API key & plugin configuration

Use Case



Helix API key & plugin configuration

Use Case



Identify Helix integration success

Use Case
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