
 
 

 

 

Overview: Breakout Sessions

You can select the sessions you would like to attend on-site. First come, first serve when sessions start. 

We recommend making yourself familiar with the offered topics and put together your personal schedule 

upon arrival. 

Breakout Sessions 

Tuesday Wednesday Topic & Meeting Room 

01:45 PM 
04:00 PM 

- 
- 

02:30 PM 
04:45 PM 

09:00 AM 
11:15 AM 

- 
- 

09:45 PM 
12:00 PM 

Breakout Session 1 Studio 1 

The Trellix XDR Advantage: Learn How Trellix Is 
Leapfrogging the Competition with Its XDR Platform 

Trellix XDR with GenAI significantly enhances an organization's 
cybersecurity posture to achieve a more proactive and intelligent security 
strategy and ensure robust defense mechanisms against the evolving 
cyber threat landscape. During this session we will cover the evolution of 
XDR and paths to the XDR journey. You will learn how Trellix XDR is a 
game changer through native controls, Trellix Wise GenAI integration, 
thousands of industry partnerships, and an open platform. 

01:45 PM 
04:00 PM 

- 
- 

02:30 PM 
04:45 PM 

09:00 AM 
11:15 AM 

- 
- 

09:45 PM 
12:00 PM 

Breakout Session 2 Studio 2 

Is EDR Enough Against Today's Cyber Threat Landscape? 

During this session we will cover why current EDR solutions in the market 
do not cover all aspects of your endpoint security and how Trellix covers 
protection and forensics along with its EDR capabilities. You will also hear 
from our experts on the latest on our Endpoint Security platform and how 
Trellix Wise hyper automates it with GenAI. 

01:45 PM 
04:00 PM 

- 
- 

02:30 PM 
04:45 PM 

09:00 AM 
11:15 AM 

- 
- 

09:45 PM 
12:00 PM 

Breakout Session 3 Studio 3 

Detect Undetectable and Evasive Network Attacks with 
Trellix NDR 

Detecting today’s hybrid threats requires visibility across the kill chain and 
across all the entry points from workplace and cloud applications. During 
this session we will cover the need for a strong NDR platform to protect 
against stealthy, evasive, and advanced network attacks and discuss the 
importance of having the right network visibility. You will also learn about 
Trellix’s distinct approach to NDR and how it helps in your journey to XDR 
maturity. 

02:45 PM 
05:00 PM 

- 
- 

03:30 PM 
05:45 PM 

10:00 AM 
12:15 PM 

- 
- 

10:45 AM 
01:00 PM 

Breakout Session 4 Studio 1 

Intelligent Virtual Execution (IVX) Goes Beyond a Sandbox: 
How IVX Protects Collaboration Platforms and Enterprise 
Applications 

To accurately detect and stop dynamic, never-before-seen exploits and 
malware, organizations need intelligence-led threat detection that evolves 
at the speed of the threat space. During this session our experts will 
demonstrate the strength of IVX above any other sandbox in the market in 
terms of detection and its collaborative capabilities with your enterprise 
applications, whether they are homegrown or business services. 

02:45 PM 
05:00 PM 

- 
- 

03:30 PM 
05:45 PM 

10:00 AM 
12:15 PM 

- 
- 

10:45 AM 
01:00 PM 

Breakout Session 5 Studio 2 

Are You Ready for a Ransomware Attack? Find Out in a 
Tabletop Exercise. 

In this session you will actively engage through a facilitated tabletop 
exercise on the hot topic of evolving ransomware attacks. It will test your 
knowledge and get you better prepared for a ransomware incident in your 
organization. 

02:45 PM 
05:00 PM 

- 
- 

03:30 PM 
05:45 PM 

10:00 AM 
12:15 PM 

- 
- 

10:45 AM 
01:00 PM 

Breakout Session 6 Studio 3 

Protect the Data That Matters to Your Organization 

Many organizations are challenged to protect sensitive data in the face of 
an expanding information ecosystem, as well as increasingly complex 
compliance mandates. In this session we will cover the latest updates on 
how Trellix Data Security protects data on endpoints, networks, email, web, 
and within databases –as well as provides encryption protection for devices 
and data transfers to removable media. 

02:45 PM - 03:30 PM 10:00 AM - 10:45 AM Breakout Session 7 Studio 5 

Advanced Research Center Session: DarkGate Malware 
Toolkit 

Hear from researchers from the Trellix Advanced Research Centre (ARC) 
team who will provide insights into DarkGate. You’ll learn about the latest 
campaigns, versions, changes, and features, as well as how our solutions 
were able to detect them when they attempted to infect Trellix/Skyhigh. You 
will also gain insights on how Trellix ARC operates an elite team of security 
professionals and researchers to produce insightful and actionable real-
time intelligence to you. 

 

  



 
 

 

 

Vertical Sessions 

Tuesday Wednesday Topic & Meeting Room 

01:45 PM - 02:30 PM 09:00 AM - 09:45 AM Vertical Session 1 Studio 5 

Key Principles, Challenges, and Trellix Solutions to Secure 
Operational Technology (OT) & Industrial Control Systems 
(ICS) 

Trellix is synonymous with best of breed IT security solutions. During this 
session you will learn how Trellix has been helping the largest OT vendors 
in the world for the last 30 years with an array of security solutions. 

04:00 PM - 04:45 PM 11:15 AM - 12:00 PM Vertical Session 2 Studio 5 

Trellix for Defense & Public Sector 

During this session you will hear from Trellix experts and your peers on 
challenges faced in protecting critical infrastructure with evolving new 
targeted threats. Learn how Trellix helps some of the extremely critical 
organizations and governments in EMEA with a hybrid architecture and its 
intelligence capabilities addressing data residency, air-gapped networks 
and Zero Trust Strategy. 

SIA Sessions 

Tuesday Wednesday Topic & Meeting Room 

01:45 PM - 02:30 PM 10:00 AM - 10:45 AM SIA Session 1: AWS Studio 4 

Leverage Generative AI with Trellix and AWS to Scale Your 
SOC 

GenAI for security is more than just alert summaries—it can change the 
way you approach security. In this interactive workshop, you’ll learn how to 
scale your security operations using Trellix XDR and EDR leveraging 
Trellix Wise GenAI capabilities on a platform powered by AWS to identify 
the most important investigations to conduct, automate those 
investigations, and enable auto remediation. 

02:45 PM - 03:30 PM 11:15 AM - 12:00 PM SIA Session 2: Skyhigh Studio 4 

Collaborate with Ease Across All Applications Without 
Sacrificing Security 

Join the session with Skyhigh Security, leader in the SSE market, and see 
how its partnership with Trellix offers seamless defense against threats 
while safeguarding sensitive data across endpoints, web, and cloud 
environments. This partnership ensures a robust security posture, 
providing peace of mind amid evolving cyber risks. 

04:00 PM - 04:45 PM 09:00 AM - 09:45 AM SIA Session 3: Zimperium Studio 4 

Your Data Is mobile. Is Your Security? 

Join this session with Zimperium to learn about the latest mobile threats 
and how Zimperium protects mobile endpoints and apps so they can 
access enterprise data securely. You will also learn on how Zimperium and 
Trellix work together to create a unified orchestration layer for seamless 
customer experience. 

05:00 PM - 05:45 PM - - - SIA Session 4: Semperis Studio 4 

Active Directory Under Attack: Why Identity Threat 
Detection and Response (ITDR) Is Critical for Cyber 
Resilience 

84% of organizations experienced an identity-related breach in the last 
year. Prevention alone isn't enough - resilience is the best strategy. The 
combined capabilities of Semperis and Trellix help organizations deal with 
the persistent problem of threat actors gaining system access by 
compromising endpoints, moving laterally through the network, escalating 
privileges to obtain admin rights, and ultimately, encrypting and exfiltrating 
sensitive data. Learn how Semperis and Trellix dramatically reduce the 
time to detect, respond, and recover from attacks involving AD and Entra 
ID, furthering cyber resilience for customers. 

- - - 12:15 PM - 01:00 PM SIA Session 5: Bottomline Studio 4 

User Application Monitoring for Enterprise Systems, from 
Web to Mainframe 

Join this session with Bottomline to understand why user application 
monitoring is critical for both external and internal threats, and see a 
certified integration with Trellix Helix Connect, our XDR engine. Coupling 
Bottomline’s user monitoring with Helix Connect’s security insights and 
analytics provides customers with the full context for any investigation. 

 
 


