Title: TREPOL 1700 - Communications & Operations Management Policy

Effective Date: May 2024

Version Number: 1.3
TREPOL 1700

Owner: OCISO Governance, Risk, & Compliance (GRC)
Communications & Operations
Management Policy

| {1 /S rr—— s /]
l S rmr—m————— s /] ]\
i i e i ot ol o A R Y
S rme—m———~~—— 7 /77 ] ] \ A\
B e T S e N S I I T TR YN
T e e T WU v S Y S I T T . Y
e T e e N W S I T T Y T
ey P i, L T, U Y I R T O e e
e e T T T T R Y S T e
e s e e T T e S e
—mer NN AN Y LY A NN S ————
=N IN NN Y T LN NS —————
SSNANANANLVIL LS AN AN SSS————
SNNANANNVNL S A ANNNN————— -
SNNMNANNVNLV L A AN SN —NS—m—— —
s\MNNNVV A N SN~—~—— e~ 7/
\\NVI e~~~/ /
\\NV VW S~/
VIV S rm———— s S
Y A e S A B B |
Vi £ e le e 4 ) )

1Trellix INTERNAL Copyright © 2024 Musarubra US LLC. All Rights Reserved. Trelll)(



Title: TREPOL 1700 - Communications & Operations Management Policy
Effective Date: May 2024

Version Number: 1.3

Owner: OCISO Governance, Risk, & Compliance (GRC)

Table of Contents

1. Purpose
2. Scope
3. Target Audience
4. Roles and Responsibilities
5. Policy Statement & Compliance
5.1 Policy Statement
5.2 Compliance
5.3 Enforcement and Management
5.4 Monitoring and Review of Policy
5.5 Policy Approval
5.6 Exceptions
5.7 Document Location
5.8 Document Updates
6. Operational Maintenance Policy
6.1 Configuration Management
6.2 Configuration Baseline Management
6.3 Asset Management
6.4 Patch and Vulnerability Management
6.4.1 Application of Critical Security Patches
6.5 Software Versions
6.6 Configuration Change Management
6.7 New Technology Evaluation
6.8 Data Backups
6.9 Backup Media Encryption
6.10 Critical Application Logs
6.11 Time Synchronization
7. Network and Security Maintenance Policy
7.1 Encryption
7.2 Audit Log Management
7.3 Endpoint Security
7.4 Mobile Code

W W W WWWWOmwOommOoMmOMOOWwWNNNNoooo0oooo0oo0oo0o u o uuddMNNDA

7.5 Network and Data Segmentation 10
7.6 External Network Interfaces 10
7.7 Internet Traffic Control 10
7.8 Network Central Point of Failure 10

2 Trellix INTERNAL Copyright © 2024 Musarubra US LLC. All Rights Reserved. Trel I IX


https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.30j0zll
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3znysh7
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2et92p0
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.tyjcwt
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1t3h5sf
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.4d34og8
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2s8eyo1
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.17dp8vu
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3rdcrjn
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.26in1rg
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.35nkun2
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.44sinio
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2jxsxqh
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.z337ya
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3j2qqm3
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1y810tw
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.4i7ojhp
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2xcytpi
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1ci93xb
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3whwml4
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2bn6wsx
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.qsh70q
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1pxezwc
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.49x2ik5
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2p2csry
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3o7alnk
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.23ckvvd
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.ihv636
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1hmsyys
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.if97xpejffe8
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.vx1227
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3fwokq0
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1v1yuxt
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.4f1mdlm
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2u6wntf

Title: TREPOL 1700 - Communications & Operations Management Policy
Effective Date: May 2024

Version Number: 1.3

Owner: OCISO Governance, Risk, & Compliance (GRC)

7.9 Public Internet Servers 10
7.10 Network Connections with Outside Organizations 10
7.11 Wireless Network Security 10
7.2 Anti-Malware Tools 10
8. Domain Name Registration and Network Address Management Policy n
8.1 Internet Domain Name Registration 1
8.2 Internal Network Addresses 1
9. Voice Communication Policy 1
10. Email Security Policy 1
10.1 Email Message Handling 1
10.2 Retention of Email Messages 12
10.3 Electronic Mail Encryption 12
10.4 Distribution Lists Email 12
10.5 Email Scanning 12
10.6 Email Distributions 12
11. References 12
12. Definitions and Acronyms 12
13. Revision History 15
14. Approvals 15

3 Trellix INTERNAL Copyright © 2024 Musarubra US LLC. All Rights Reserved. Trel I IX


https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3tbugp1
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.28h4qwu
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.nmf14n
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1mrcu09
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.46r0co2
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2lwamvv
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.111kx3o
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3l18frh
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.206ipza
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.4k668n3
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2zbgiuw
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1egqt2p
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3ygebqi
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.2dlolyb
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.sqyw64
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3cqmetx
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.1rvwp1q
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.3q5sasy
https://docs.google.com/document/d/1AOr4Xu1DholVi8MAyiIIAhCRtl_atjbZ/edit#heading=h.lqi4iv23hync

Title: TREPOL 1700 - Communications & Operations Management Policy

13. Revision History

Effective Date: May 2024
Version Number: 1.3

Owner: OCISO Governance, Risk, & Compliance (GRC)

DATE
VERSION | PUBLISHED PREPARED BY CONTRIBUTORS SUMMARY OF
CHANGES
13 May 2024 Stephanie Lewis Clark Lovrien Clarification on Section
8: Domain Name
Registration to better
reflect the process.
1.2 February Stephanie Lewis Clark Lovrien Additional information
2024 Scott Belliston in section 6.8 - Data
Backups
1.1 August Stephanie Lewis Clark Lovrien Addition of section 7.12
2023 — Anti-Malware Tools
1.0 August Stephanie Lewis Patrick McEnany Initial publication.
2022
14. Approvals
VERSION DATE PREPARED| CONTRIBUTORS BUSINESS APPROVERS
PUBLISHED BY UNIT
OWNER
13 May 2024 Stephanie Clark Lovrien OCISO - Harold Rivas
Lewis GRC
1.2 February Stephanie Clark Lovrien OCISO - Harold Rivas
2024 Lewis Scott Belliston GRC
1.1 August 2023 | Stephanie Clark Lovrien OCISO - Harold Rivas
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