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Dark LLMs
Engineered malicious variations of general-purpose LLMs available on the 
dark web that operate without ethical guidelines or built-in limitations.

Example LLMs
• FraudGPT
• Wolf GPT
• WormGPT
• XXXGPT
• PoisonGPT
• ChaosGPT

GenAI tools 
make the 
exploitation 
and delivery 
process more 
accessible to a 
wider 
audience
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In Product efficacy powered by this intelligence
It is operational intelligence (Before we can talk about it, we can protect our customers)

Revil (2021, 2022), Lockbit (2023), Genesis Marketplace takedown, Cobalt Strike Infrastructure takedown
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530+ Integrations as sensors and actionable control points



Deep Integrations into 530+ Products: Not just Log Ingestion



Lego Blocks for Remediation (Low Code, No Code)



No alert left behind; 
100% investigated1

Automate SOC 
investigation and 
response workflows

2

Improve analyst 
efficiency by 5x3

Reduce MTTD and 
MTTR by 50%4
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AI Generated Case: Pre-Investigation, Disposition, 
Events

Chatbot is not the goal

Agentic AI Personas

Deep AI Personas debate to conclude

1 Triage

2 Alert Chaining

3 Surrounding queries (identity, device, around 

that time, with those artifacts)

4 Ranking (consider Data Security)

5 Trellix Threat Intelligence (Geo and Inflection)

6 Adversary Intelligence/Basic Attribution

7 Recommendations

8 Risk of Hallucination

9 Risk of Recommendation

10 Visualization

Hard to get it right



Trellix Endpoint
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Console (SSO, Session 
Management, 

AI pre-investigation

• Single Install/
Uninstall, Patch

• Single Console
• Communicate together
• Single Driver
• Single Identity
• Single Configuration Store

Console

Trellix: Single Agent Microservice Architecture (Single Driver)
Minimal Kernel, minimal kernel code flux, certified, efficient

Console

HX

Driver

M-
Backend

F-
Backend

EDR EPP EPP, EDR with Forensics

Driver

Trellix-Backend
(Eventlake (SF), 
AlertLake (DB)), 

AI
ePO Configured

Driver Driver



User Space
Applications here have reserved 
memory; rely on the kernel to 
provide access to shared 
resources.  

If they crash, they do not affect 
other applications, and are often 
recoverable automatically or 
remotely

Ap
p

User 
Space

Kernel Space
Applications here have full 
access to all memory and 
services

Code here should be 
minimized, certified, signed 
and change should be 
under the control of the 
customer

Failure here jeopardizes 
the systemFailure here is graceful 

and recovery can be 
automated

Kernel

Responsible Security,Single Agent, Performant, Low attack surface 



Trellix Agent
• User space to minimize risk

• Primary functionality resides 
here

Trellix Driver
• Minimize kernel footprint

• Signed & certified through Microsoft

• No change other than through 
customer-initiated upgrades

Falcon Kernel 
Agent
● Certified driver “shell”
● Silently loads additional 

unsigned & uncertified 
content, masquerading 
as drivers

● Over 200 content “.sys” 
files loaded and modified 
frequently

● Outside of customer 
control

Falcon User Agent
• Minimal functionality in user 

space to appear lightweight

• Relies on Kernel agent 
for heavy-lifting

Falcon Security 
Content
• Interacts with Cloud service 

for additional content 
updates

• Under customer conttol

Trellix Security 
Content
• Updated via phased roll out

• Only delivered to user space Kernel

Trellix 1/5th the footprint in kernel; 1/450 the flux in kernel 🡺 More Resilient



1. Impact Score: Lower is better 
combined AVC/PC Mark score 
meant to reflect real work 
system impact

2. AVC Score (Micro operations, 
Higher is better) 
File Copying, Archiving, 
Unarchiving, Install/Uninstall 
of Applications, Launching 
Applications (first run / 
subsequent run), 
Downloading files and 
browsing websites

3. PC Mark Score 
(Macro, Higher is better) 
Compilation of workload, 
execution spanning app 
startup, web browsing, video 
conferencing, writing & 
visualization

Highest TP, Lowest FP, Lowest Impact Score
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AV-Test AV-Comparatives

2023 Award

Protection/
Performance/
Usability (max 

6)

2023 
Business 
Security 

Approved 
Award

False
Positives

Malware
Protection

Rate

Impact
Score

Trellix

Best 
Protection 
Corporate 

Users 
Windows

6/6/6
Business 
Security

Very Low 99.7% 14.8

CrowdStrike - -
Business
Security

Medium/
Average

99.6% 20.9

Microsoft - 6/6/6
Business
Security

Very Low 99.5 18.5

SentinelOne - - - - - -

Trend Micro - 5.5/6/5.5 - - - -

Palo Alto
Network

- - - - - -

Figure 1: Summary of Trellix Endpoint Security for Windows results in latest 
tests



• Workspace/Webpage is 
context

• We want to stay in-context 
not switching pages

• Tiles Expand/Shrink but in 
context for 1-Job

Guided Workspace: In-Context



GenAI: Alerts → Actions & Answers



Alerts → Actions (Saves: 8 Hrs for 100 alerts) 

• Analyzed events

• Triaged

• Chained into stories

• Contextualized with writeups

• Adversary Information

• Recommendations auto-generated 

• Risks evaluated

• Hallucination evaluation

• Uplevels analyst



Investigative Context

1 2

Answers and Actions.   MITRE Context



LLMs perceive patterns or objects that are nonexistent or imperceptible to 
human observers, creating outputs that are nonsensical or inaccurate.

Hallucinations

LLMs hallucinate because 
of:
• Training data issues
• Prompting mistakes
• Model errors
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Detection Accuracy for Confidence

23

1

AI Persona to score our 
own recommendation 
accuracy.

Reduces Hallucination

Assesses Risks

Balanced View 



Screenshot – Language selection on Wise

Broaden SOC workforce to Spanish, Portuguese



Screenshot – Knowledge Graph UX 
improvements

For a trained eye ,GenAI generated image massively accelerates decisioning

Writeup is for other departments (not CISO) at the customers

PDF writeup boosts interpretability



Helix

Look at Mobile Threats just like any other Endpoint

Holistically analyze the risks to an Identity (not the devices)



Configure Mobile Threat Defense just like any other Endpoint
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Disrupt attackers at every stage

Reconnaissance Initial Access Execution
Privilege 

Escalation / 
Credential 

Access

Discovery / 
Lateral 

Movement
Command & 

Control Exfiltration

• Reconnaissance 
attack detection

• Multi-flow, multi-
vector execution

• Signature-based 
intrusion 
prevention

• Domain and URL 
blocking 

• Full protocol 
analysis

• Phishing detection

• Behavioral 
malware detection 

• Zero-day attacks
• Malware emulation
• Riskware
• Outbound file 

scanning
• Remote code 

execution 
detection

• “Pass the hash” 
detection

• Detect tools used 
for credential and 
password dumping 

• Fileless malware 
for extracting 
credentials 

• Network mapping 
• Host and service 

enumeration
• User hunting to 

identify high 
value admin 
rights 

• Beaconing 
detection 

• Malware callbacks 
• Web shell 

detection 
• Traffic anomaly 

detection
• TLS fingerprint 

anomalies 
• IoT callback 

detection

• ML exfil module 
detects unusual file 
transfers 

• Signature-based 
exfil detection 

Traditional Network 
Perimeter Security

Trellix Network 
Detection and Response

Correlate complex network attacks e.g. Beaconing, DNS Tunneling, Lateral Movement, DNS Exfiltration, DGA 
Think rogue endpoints, guest dices, Doorbells, Kiosks, Routers, Connected TVs
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Trellix Data Security Platform
A Single Solution for All of Your 
Data Security Needs

Insider 
Threat

Data 
Discovery

Data 
Classification

Data 
Governance

Encryption

Data Rights 
Management

Data Access 
Controls

Data 
Security 
Posture 
Mgmt.

Database 
Security

Data
Security Platform

Data Loss 
Prevention



Integration into Trellix ETP
Native DLP for your Trellix Email Security

DLP as a Service

• ETP utilizing Trellix DLP to 
detect and enforce data 
security policy violations

• First integration to utilize our 
planned DLP as a Service

• Unified Security Approach:

• Rule enforced across all 
data loss vectors

• Incidents and evidences

• Dashboards and reporting

Text 
Extractor

Content 
Classificatio

n

DLP Rules 
Engine

Shared DLP Engine

Plus
More…ETP & NX

Native & API Integrations
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Email use cases

34

Credential Harvesting

Business Email 
Compromise

Vendor Email  
Compromise

Phishing/Quishing

Authentication 
(DKIM, SPF, DMARC)

Authentication (DKIM)

Data Loss  Protection

Advanced threats, 
spam & viruses 

Block malicious files & 
links on collaboration 
platforms & enterprise 

applications

Data Loss Prevention 
on collaboration 

applications

Security 
Awareness Training

User Behavior 
Analytics

Quarantine Email

Recall Email

Data Loss Prevention

Inbound Email Outbound Email Collaboration 
Platforms

Human Risk 
Protections
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Custom Hypervisor 
• Detect sandbox-aware and 

evasion tactics
• Custom hypervisor with 

built-in countermeasures
• Designed for large scale 

threat analysis

Multi-modal Virtual 
Execution
• Multiple operating systems
• Multiple service packs
• Multiple applications
• Multiple file-types

Threat Protection at Scale
• Multi-stage analysis 
• Hundreds of simultaneous 

environment combinations. Trellix Hardware

Control Plane

Trellix Hardened Hypervisor

Multi-modal Virtual Execution

Over 10 micro-tasks

v

1

v

1

v

2

v

3

v

2

v

3

Custom-built for malware analysis at speed 
and scale  



Faster attack vector identification
Visualize malware behavior, allow malware action completions safely



Box – Unobtrusive end user experience 

1. User 
uploads files 
to Box

2. IVX 
automatically and 
rapidly detects 
threats, and 
quarantines 
malicious files
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