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Resilience through Innovation



Resilience through Adaption

…Urgently



64%
“Use AI in multiple 
business functions”

42%
“Customer facing 

functions”

31%
“Inside IT
Functions”

73%
of Organizations 

are scaling AI 
investments…
Is there a Risk?



Threat 
Actors are 
using AI to…
Code exploits with 
help of GPT-4 and  
automate exploitation

https://www.trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/
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Which one is the Real Elon Musk ?
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Highlight what matters with Trellix Wise



GenAI 
powered 
Threat Intel



GenAI powered Threat Intel



“Now look at them yo-yos, 
that's the way you do it
You play the guitar on the MTV
That ain't workin', that's the way 
you do it. Money for nothin’ 
and your chicks for free”
– Dire Straits, Money for Nothing



Money for Nothing…

LockBit ransomware gang has over $110 million in unspent bitcoin



But it does come at a price

FBI seized $2.3M from affiliate of Revil, Gandcrab ransomware gangs



AI Arms Race

ML for Anti-virus ML for Email Security ML for Event Security Generative AI for Investigations

Adversaries vs. Defenders

Polymorphic Malware Automated Phishing Darkweb Creds Market GenAI phishing

2005 202320152010



Defensive Urgencies
“Think Phishing Defense 
in Depth, supply chain 
and insider risk 
management”

Zero Trust Mindset
“US DoD, CISA, NIST  
Cyber Risk Management 
Frameworks”

Sec Ops Evolution
“Modernize your soc 
with new technology, 
processes and 
deep visibility”

“…Security Strategy 
Imperatives in the 

Age of AI …”



Once upon 
a time…

Cliff Stoll – 
Was the Face of Cyber Security 

Incident Response



Elevate your SOC today…

Increasing Decision Speed, Effectiveness, and Business Value
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Never miss 
an alert

Alerts investigated 
with time available:
(e.g. 5 people * 
8 hours = 40 hours/day) 

Alerts unseen for 
AI to investigate:
(Work remaining:
360 hours/day)

Most security 
staff only look at 
10% of their 
alerts.
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x 

A
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Trellix XDR 
raises alert 
scores so 
analysts 
see them.

In this example, 
Trellix AI performs 
the work of 45 
people!

10%



Find the Top 10 Things I need to investigate…

10 Alerts

Amazon Bedrock

1,000 Anomalies

Analytics with Amazon EMR

1,000,000,000 Events

Hey John, This slide 
is being used by 

Martin



Theory vs Reality…



1. Get some answers to specific questions 
(human time saved): 

2. Is this user currently traveling? (3m) 

3. Were there failed attempts before the 
password reset? (1m)

4. Does the user have an executive assistant? 
(1m)

5. What level of access does this user have? 
(3m)

6. What did they do after they reset the 
password? (5m)

Generative AI performs 13 minutes of work 
in under 45 seconds.
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Generative AI XDR 
Solution:
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SOC 3.0 with Trellix XDR…

34

SOC 2.0 SOC 3.0

Alert Fatigue Focus on incidents vs events

Waste time tuning tools to reduce alerts Turn on all available alert sources

Only investigate alerts that are obvious Deep investigations on alert clusters

Focus only on Incident Response Time for threat hunting

Automation is seperate Pervasive Hyber Automation



It’s time to Come Together
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