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Clopal risks dynamics

Persistent concerns Biggest increase in ranking Biggest fall in ranking

Extreme weather g Technological power 14t
concentration

Societal polarization Misinformation and 30 Unemployment
disinformation

Cyber insecurity

Involuntary migration SRl Insufficient public infrastructure
and services

Risk categories
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Revenue Generation Profitability

Note: Chart shows average performance difference for firms in each quadrant vs.
all large public firms in the same industry for 184 public companies in sample

I relllx Source: Westerman, Bonnet, and McAfee, Leading Digital: Turning Technology Into Business Transformation Harvard Business Review Press
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Digital Capability Elements

e * *

Customer understanding Process digitalization Digitally-modified business
Top line growth Worker enablement New digital businesses
Integrated touch points Performance management Digital globalization

e: Capgemini Consulting-MIT Analysis
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Board Reporting Intensifies

Up to five years as a CISO
5-10 years as a CISO

Increased stress and workload to prepare
49%
10+ years as a CISO

for board meetings

Lack of upderstanding of
cybersecurity by the board 40% 40% Up to five years as a CISO N

Inadequate tools/processes for producing 29% 5-10 years as a CISO
the necessary information for reporting 37% 33% 10+ years as a CISO
Insufficient time for detailed discussions 36% 31% Up to five years as a CISO

i y 36% 5-10 years as a CISO
Communication barriers 35% ‘ S0 years s 51120 ‘

Lack of actionable feedback 31% 22% Up to five years as a CISO
5-10 years as a CISO

Misalignment of priorities 31% 10+ years as a CISO
I think C;/IS?; really r;eed to L;;vcjer Sta: d th’f b?f’;d Establishing relationships with the members to
=0 "“;i £ e board as : 4 °g an ea;): e make sure they understand that you’re not there
gfef': :s 5 icausetc::'tac" MERORR S a0vVe for yourself, that the good of the organization is
RSt IS OPpetite. what you wake up every morning in your mind.”
Singapore, Financial Services United Kingdom, Manufacturing

Trelllx Mind of CISO, October 2024 CISO Crossroads Report



CISO Burden Increases

CISO role should be split
84% into separate technical and

business focused roles

| |

Top 5 Benefits to Splitting
the CISO Role

B enon o e o
Enhanced expertise and specialization I 38%
Improved focus on specific areas I 36%
More efficient use of resources - 36%
Better aIi.gnment of cyt?ersecurity e 35%
with overall business goals

Looking ahead, the role of the CISO

will be primary about being a
communicator. A business savvy type of
CISO is what people are going to be looking
for in the next three to five years and to be
able to translate up and down from

your organization is very important.”

United States, Energy

Most of the people that | know in security
have a very deep tech background. A [ot of
them speak only in acronyms and | have to
tell them, people don't understand what
you're saying.”

United Kingdom, Public Sector

Trelll)\, Mind of CISO, October 2024 CISO Crossr
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Security
Needs 3
-lexiple
Platform
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Enapling a Secure Digital Platfor

Protecting Data is at the core of 1X/DX

BEST PRACTICE

CAPABILITIES
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Secure the Value
Chain
By Design

Security Vision and
Strategy

Digital Systems and
Applications

Authentication and
Access Control

TrelliX
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Employees
as the First
Defense

Clear Strategy and
Execution plan

Committed and active
leadership

Continuous education

(Jl\é

Robust Network
and Endpoint

Security
Cloud and On Real-time and Communicate with Protection and Invest in Data Talent
Premise Open platform Vision Story Encrypton and skills
Mobile Extended Secure Classification Include Security in Al
Devices Detection Response IT/OT/IOT/NOT of Data Initiatives
Email and Proactive Include the Supply Privacy-preserving Enrich Security with

Collaboration Automation Chain and Compliance Al-enabled Ops
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Single Security Operations Console
: > o
v
clouf Threat Hunting Dashboarding & Case Management D'g)_Hcy&Conﬁguranm
Engine
ﬁﬁﬁ Detection & Prioritization Multi-vector Correlation Cont‘e&& Enrichpent
On-prem
Automation & Orchestration Guided Response Thieat Hunting & Forensiés |
@ Data Parsing & Normalization Data Lake Open AP Frame_,vvéa
Hybrid Security Controls
8, B e
Air-gapped Endpoint Network Data Collaboration Cloud S E=3rd Party
—
@ Trellix Wise
Partner

Managed Purpose-Built GenAl
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Our Priorities
N EMEA
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Elevate our People and our
Ecosystem

Make our customers wildly
successful

Value based engagements
‘ Reconnect our Brand
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McAfee Security éol.lﬁl -] Your Sixth Sense for Security
Innovation Alliance McAfee public, FireEye Work expanded GenAl
launched acquired Cloudvisory launched Tre"lx integrations = Launch
Xtend c:;',';d
8 Palma appointed to
U HCAfee FireEye acquired Tre"lx NSTAC, Xtend Partner Great place towork
founded MANDIANT founded program launch certified
JAN
1987 1996 1998 2004 2007 2011 2013 2017 2020 2021 2022
McAfee acquired McAfee Sister company Al and CISO
Foundstone, independent, acquired . community launch
(j FlRceYS” Skyhigh Networks @ SkthL%E =
founded founded =
McAfee acquired McAfee integrated with McAfee and FireEye Trellix Endpoint Security Suite and IDC names Trellix as
FSA Corp Intel Security Division combined by Symphony Clobal Threat Intel aaS launch, Trellix Modern Endpoint
Intel > McAfee Technology Group XDR achieved FedRAMP High ATO Security Leader

Rich History of Machine Learning & Artificial Intelligence
2014 2016 2016 2023

Created analytics such Launched Guided Launched NextGen Launched Al driven

as Impossible Travel investigations EPP with ML auto investigations

Treli}X
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