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Threat Intelligence, and
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Resilience through Innovation
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64%

"Use Al In multiple
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/ of Organizations
are scaling Al
Investments.. '/ R
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Ng Al TE

Kyaa Mb! B Nepsyio ouepeab CMOTPUM, raga Ha ouepeaHyo CVE'wky? MNpasmnbHO, HA YPOBEHL YIPOo3bl, TO €CTL 0
npuMepax NOKaXy, Kax 3T0 CAYYALTCA, @ TaKxe Noropopum o Apyrux npobnemax CVE.

tabac
CPU register Yro rakoe CVE?

i
) CVE (Common Vulnerabilities and Exposures, «u3seCTHbIe YAZBMMOCTY M PUCKU») — 3TO CTaHAAPTU3UPOBAHHBLIN 1

30.09.2018
1497 Texxonoruit (NIST) 8 Coeagunennbix Lrarax. OcHoBHan yens CVE — NpeaocTaBuTL 00LMiA A3bIK, HA KOTOPOM MOX

1 Aenaer s3ammogeicTave mexay Mb-cneyuwanuctamm, nocTasimkamy u uccnegosarensmm 6onee ahheKTMBHLIM.

Yro rakoe CVSS?

CVSS (Common Vulnerability Scoring System, «CucTema OUeHKN YAIBUMOCTEN») — elle OAWH BAXKHbIA MHCTPYMEHT
CVSS — 370 CTaHaapTM3MPOBaHHbLI METOA OUEHKK, B PaMKaX KOTOPOro YA3BUMOCTH MOXHO HA3HAYUTL YKCNOBOM 6

OcHoBHble (hakTopbl CVSS

Basosbin 6ann 0CHOBaH Ha (DyHAAMEHTANbLHLIX aTPUOyTax yA3BUMOCTH, KOTOPLIE HE MEHAIOTCA CO BpemeHem. Bor

* BEKTOp araku (Atack Vector, AV);
* CNIOXKHOCTL araxu (Attack Com

I I S

https://www.trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/


https://www.trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/

VWhnich one 1s the Real Elon Musk 77
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Trel I I x https://www.trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/
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Hignlignt what matters with Trel
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OFFICE 3bk5 [Password Sprayl

GenAI ANALYSIS:

' i ovided. there
Based on the information pr
are several concerning factors that warrant

escalating the severity of this alert:

« The alert description indicates a.potentia} pagsword
spray attack was detected from this IP-. which 1s a
serious threat.

The supporting rule hits show suspicious activity like
brute force logins. EC2 instances being manually created-
and Tor usage - all potential signs of compromise.

* The IP was involved in an analytics advisory f
_ S or dat
exfiltration. another serious threat. d y

* The recent 0ffice 3L5 i
 an external user. but also succe i
_ ssful logi 1
;gticﬁhanges for internal users. This suggg:tgnghénbox
€r may have compromised an internal account







CenAl powered Threat Intel

’/ I need you to generate a alluvian graph for threat actor mustang

panda and its used tools? to generate the graph follow the
instructions on the previous message

/1 1TV NN

Y

-

’ Used LangGraph

» Based on the information provided by the STAR API about Mustang Panda, I'll create an
alluvial graph showing the relationship between the threat actor, their tools, and the
targeted sectors. Due to the large number of tools and sectors, I'll focus on the top 10 most
notable tools and top 10 targeted sectors for better visualization.
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"Now look at them yo-yos,
that's the way.you do it
You play the gultdron the MTV
That ain't workin,"tAaes the Way
you do it. Money for Ot
and your chicks for free:

— Dire Straits, Money for Nothing

TrelliX
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Money for Nothing... _

LockBit ransomware gang has over $110 million in unspent bitcoin

TrelhX




-But it does come at a price

— €N Politics SCOTUS Congress Facts First 2024 Elections

Member of ransomware gang sentenced to more

than 13 years in prison over 2021 attack

FBI seized $2.3M from affiliate of Revil, Gandcrab ransomware gangs

Trelhx



Adversaries vs. Defenders
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L for Event Security = Generative Al for Investigations

ML for Anti-virus ML for Email Security.
Polymorphic Malware Automated Phishin!g Darkweb Creds Market GenAl phishing-

TrellixX




| “...Security Strategy
' 'l Imperatives in the
— Age of Al ..."”
TrelhX “a

o

Defensive Urgencies

“Think Phishing Defense in
Depth, Ransomware
Resilience and Insider Risk
Management”

Zero Trust Mindset

“US DoD, CISA, NIST Cyber
Risk Management
Frameworks”

Sec Ops Evolution

“Modernize your soc
with new technology,
processes and
deep visibility”



Clift Stoll —
Was the Face of Cyber Security
Incident Response

TrelhxX




Adaptive Sec Ops Pillars
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Incident Threat Exposure
Response Hunting Management

TrelhX ‘




N N

“ce

. Increasing Business Re

r

\
&

i

i

Flevate your SOC today...'

Adaptive
SO
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SOC 2.0 —\ A'
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Most security. Alerts investigated:
staff only look at : ~with time available:
10% of their (e.g. 5 people *

e _ : .~ 8 hours = 40 hours/day)
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~ind the Top 10 Things | ne—

’ — ‘% Analytics with Amazon EMR 7 (i | ™
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Theory vs Reality...

Trellix




TrelhX

Sou_.

[ Get some answers to specific guestions
(NuMan time saved):

2. Isthis user currently traveling? (A

4. Were there falled attempts efore the
oassword reset? (1)

4 Does the user have an executive assistant?
(1)

5 What level of access does this user have?
(3

6. What did they do after they reset the
password? (5m)

Cenerative Al performs 13 minutes of work

N under 45 seconds.
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SOC 50with Trellix XDR...

Alert Fatigue

Waste time tuning tools to reduce alerts
Only investigate alerts that are obvious
Focus only on Incident Response

Automation is seperate

TrelhX

Focus on incidents vs events
OREReI " o lable alert solirces
Deep investigations on alert clusters

Time for threat hunting

Pervasive Hyber Automation
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