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NDR ano

N_B@B@\eg key SOC playbooks:

e Discover unmanaged endpoints and |IOT devices

e |dentify suspicious file transfer
e Determine potential compromised devices
e Rapidly scope an incident

e |dentify lateral movement attempts
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Trellix NDR

Empowering each organization to secure and defend based on continuous
visibility into their entire digital footprint
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Trellix NDR Approach: Threat Model

Traditional Network Trellix Network
Perimeter Security Detection and Response
Privilege
Reconnaissance Initial Access m‘:ﬁ%‘;f Gﬂg‘lml'l'ltﬂ; &
Access

Signatures Dynamic Analy5|s TTP-based ML Modules

Correlation Rules

~Focus on specific attacker behaviors, beyond Just looking for anomalies,
ensuring high-fidelity alerts
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*Generated by Al, verify for accuracy Terms of Use
> Summary and Findings
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Attacker

Malware
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Initial Compromise

Infaction

Infection Infection

msfeedssync.exe
e m Evasion

Fileless methods

powershellexe

s Itrsion Detection System alert

SOC Efficiency °

[ provide more details | [ Advise on possible next steps |

[ show related MITRE info_| [ Show related breaches |

‘ Show device information H Show Knowledge Graph |

Show Sequence View

Cuided Investigations Context
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Packet Volume Over Time
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Top Alerts
Severity Date Created  Alert Name
06/12/2023 1SC BIND RPZ Vulnerability
cRIT e = .
05:33:22 AM PT D: 40 Affected Assets: 4
o, 06/12/2023 Data Breach Warning Alert
05:33:22 AM PT D: 40271 | Affected 4
-~ Data Breach Warning Alert
(HiGH) - T,
\ | 06/12/2023 Data Breach Warning Alert
(HiGH) " :
_J | 053322AMPT D Affected Asset
-~ 06/12/2023 Intrusion Detection System Alert
(HiGH) = . 3 -
= 05:33:22 AM PT 40271 | Affected Assets
Alerts By Country

UNITED STATE
sRAZIL
1RAN
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Trellix NDR

e Better Visibility
e Better Detection

e Better Investigation

e Better Response
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Packets.

No. Direction  Time

682 € 09/26/2024 89:19:45.109
004 09/26/2024 €9:10:45.115
996 € 09/26/2024 €9:19:45.409
0e8 € 9/26/2024 ©9:19:45.409
1 € 09/26/2024 €9:19:45.409
612 € €9/26/2624 €9:10:45.409
Packet Details

JO Ethernet II, Src: 9:50:56:01:3b:33 (00:50:56:01:3b:33), Dst: 0:00:

JO Internet Protocol Version 4, Src: 128.176.85.29 (128.176.85.29), Dst:
Transmission Control Protocol, Src Port: 55134 (55134), Dst Port: 88 (89)

9

jO Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @

9:02 (09:00:

)

28.20.239.34 (128.28.239.34)

)s

Seq: 1, Ack: 1, Len: @

Tep Risky Convarsations ® x Top Risky Assats|
Severity | LasUpdated | Source 1P Destination #  Protscol | Vekume sevarity  Laat vl
- 2 awrsma . e .
Aderts by WITRE ATTRCK ® e x Hasts 05 v Seve]

»

< Go Back
. *Generated by Al, verify for accuracy
> Summary and Findings

~ Knowledge Graph

Attacker

19288

Trois

C' Assets:All v

(m] Severity Last Updated

(m] CRIT S
(m} CRIT B
(m] CRIT .

O (er |

Asset name

Ndr-Hostname-10.Au [
Nest-Hostname-24.BK
Local-Hostname-10.Au

Nest-Hostname-24.BK

Windows 10 Build 18363476

@ wesmen
London, UK (11:45 P GaT)

[ —— 3 users in last 7 days

a a @ @ ® a 7
Conversation o 0 X b
. )
8 Y A
B iow ) :
‘ (=% )
: (o) iz
CCO0 - RC)
eo5
e © oo )

Malware

Terms of Use

|
Initial Compromise
1 Infection
Infection Infection
msfeedssync.exe
Evasion
i Fileless methods
powershell.exe
‘ Provide more details | | Advise on possible next steps |
‘ Show related MITRE info | | Show related breaches |
| ‘ Phasnais dacdas Lnlassnn aidass | | [ T Neoansidadas CPranls ‘
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